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communication associated with onboarding an onboardable 
device is received by an access point ( AP ) device , such that 
the administrative communication originates from a device 
different than the onboardable device . The AP device then 
enables the onboardable device to access a secure network 
based on the administrative communication . In another 
aspect , an identifier is transmitted from an onboardable 
device while the onboardable device operates in an AP 
mode . The onboardable device then receives credentials 
associated with accessing a secure network via an AP device . 
Here , the credentials received from the AP device are in 
response to an authentication of the identifier by an admin 
istrator . The onboardable device then connects to the secure 
network by utilizing the credentials . 
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APPARATUSES AND METHODS FOR FAST Here , the credentials received from the AP device are in 
ONBOARDING AN INTERNET - ENABLED response to an authentication of the identifier by an admin 

DEVICE istrator . The onboardable device then connects to the secure 
network by utilizing the credentials . 

TECHNICAL FIELD 5 These and other aspects of the invention will become 
more fully understood upon a review of the detailed descrip 

Aspects of the present disclosure relate generally to tion , which follows . Other aspects , features , and embodi 
wireless communication systems , and more particularly , to ments of the present invention will become apparent to those 
automating an onboarding of a device to a secure network . of ordinary skill in the art , upon reviewing the following 

10 description of specific , exemplary embodiments of the pres 
BACKGROUND ent invention in conjunction with the accompanying figures . 

While features of the present invention may be discussed 
“ The Internet of Everything " describes a paradigm where relative to certain embodiments and figures below , all 

large varieties of devices and appliances include embedded embodiments of the present invention can include one or 
intelligence to communicate over the Internet . Peer - to - peer 15 more of the advantageous features discussed herein . In other 
frameworks may be used to enable devices to recognize and words , while one or more embodiments may be discussed as 
share information with each other over a Wi - Fi interface . having certain advantageous features , one or more of such 
Utilizing a peer - to - peer framework , however , often requires features may also be used in accordance with the various 
" onboarding ” . Onboarding refers to the initial association of embodiments of the invention discussed herein . In similar 
a device into a user ' s network ( e . g . , a home Wi - Fi network ) , 20 fashion , while exemplary embodiments may be discussed 
which generally includes an exchange of credential infor - below as device , system , or method embodiments it should 
mation to authorize the new device . A simple example is if be understood that such exemplary embodiments can be 
the user purchased a new Internet - enabled toaster , and upon implemented in various devices , systems , and methods . 
installation at the user ' s home the toaster is onboarded onto 
the user ' s personal secure network . Of course , if a next - door 25 BRIEF DESCRIPTION OF THE DRAWINGS 
neighbor also has a personal secure network , the credential 
exchange is needed to be sure the toaster is onboarded to the FIG . 1 shows a block diagram of an exemplary system for 
correct user ' s network . implementing an automated onboarding procedure accord 

Onboarding has traditionally been implemented by ing to an aspect of the disclosure . 
requiring the user to input credentials manually ( e . g . , a 30 FIG . 2 illustrates a first exemplary scenario for imple 
password ) for the network via the new device ' s user inter - menting an automated onboarding procedure according to an 
face ( e . g . , keyboard , touchscreen , etc . ) . However , onboard - aspect of the disclosure . 
ing becomes a problem with devices that lack a user inter - FIG . 3 illustrates a second exemplary scenario for imple 
face . As sensors , actuators , and other devices such as light menting an automated onboarding procedure according to an 
bulbs enter the home in the Internet of Everything paradigm , 35 aspect of the disclosure . 
detecting these devices in a simple and secure manner FIG . 4 illustrates a third exemplary scenario for imple 
becomes increasingly important . menting an automated onboarding procedure according to an 

aspect of the disclosure . 
SUMMARY FIG . 5 illustrates a fourth exemplary scenario for imple 

40 menting an automated onboarding procedure according to an 
The following presents a simplified summary of one or aspect of the disclosure . 

more aspects of the present disclosure , in order to provide a FIG . 6 is a block diagram illustrating an example of a 
basic understanding of such aspects . This summary is not an hardware implementation for an access point device 
extensive overview of all contemplated features of the employing a processing system . 
disclosure , and is intended neither to identify key or critical 45 FIG . 7 is a block diagram illustrating exemplary network 
elements of all aspects of the disclosure nor to delineate the interface components of an access point device according to 
scope of any or all aspects of the disclosure . Its sole purpose an aspect of the disclosure . 
is to present some concepts of one or more aspects of the FIG . 8 is a flow diagram illustrating a first exemplary 
disclosure in a simplified form as a prelude to the more procedure for automating an onboarding of an onboardable 
detailed description that is presented later . 50 device from an access point device according to an aspect of 

In one aspect , the disclosure provides a method and the disclosure . 
apparatus directed towards automating an onboarding pro - FIG . 9 is a flow diagram illustrating a second exemplary 
cedure from within an access point ( AP ) device . Here , an procedure for automating an onboarding of an onboardable 
administrative communication associated with onboarding device from an access point device according to an aspect of 
an onboardable device is received by the AP device . For this 55 the disclosure . 
particular implementation , the administrative communica - FIG . 10 is a block diagram illustrating an example of a 
tion originates from a device different than the onboardable hardware implementation for an onboardable device 
device . The AP device then enables the onboardable device employing a processing system . 
to access its secure network based on the administrative FIG . 11 is a block diagram illustrating exemplary network 
communication . 60 interface components of an onboardable device according to 

Another aspect of the disclosure provides a method and an aspect of the disclosure . 
apparatus directed towards automating an onboarding pro - FIG . 12 is a flow diagram illustrating a first exemplary 
cedure from within an onboardable device . In this imple procedure for automating an onboarding process from an 
mentation , an identifier is transmitted from an onboardable onboardable device according to an aspect of the disclosure . 
device while the onboardable device operates in an AP 65 FIG . 13 is a flow diagram illustrating a second exemplary 
mode . The onboardable device then receives credentials procedure for automating an onboarding process from an 
associated with accessing a secure network via an AP device . onboardable device according to an aspect of the disclosure . 
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FIG . 14 is a flow diagram illustrating a third exemplary puter , etc . ) configured to communicate with enhanced router 
procedure for automating an onboarding process from an 120 , either directly or indirectly , via any of a plurality of 
onboardable device according to an aspect of the disclosure . communication mechanisms known in the art . 

In an aspect , while enhanced router 120 awaits an autho 
DETAILED DESCRIPTION 5 rization response from administrative entity 130 , enhanced 

router 120 may be configured to place onboardable device 
The detailed description set forth below in connection 110 in a temporary “ hold ” status . In a hold status , although 

with the appended drawings is intended as a description of onboardable device 110 is connected to the network via 
various configurations and is not intended to represent the enhanced router 120 , such connection is filtered ( e . g . , via 
only configurations in which the concepts described herein 10 media access control ( MAC ) filtering ) so that onboardable 
may be practiced . The detailed description includes specific device 110 cannot communicate with the network until 
details for the purpose of providing a thorough understand authorization from the administrator is received . To this end , 
ing of various concepts . However , it will be apparent to instead of MAC filtering , one of ordinary skill will appre 
those skilled in the art that these concepts may be practiced ciate that any of a plurality of other mechanisms for pro 
without these specific details . In some instances , well known 15 viding limited network connectivity may be implemented . 
structures and components are shown in block diagram form I f an authorization for onboardable device 110 is indeed 
in order to avoid obscuring such concepts . received , enhanced router 120 transmits Wi - Fi credentials to 
Overview onboardable device 110 . Onboardable device 110 then 
As stated previously , onboarding problems arise when reboots out of AP mode , and utilizes the received Wi - Fi 

devices without inputs or displays need to be registered with 20 credentials to access the personal network via enhanced 
a secured network . Accordingly , some aspects disclosed router 120 . Enhanced router 120 may then begin searching 
herein are directed towards automatically and securely for other onboardable devices to onboard . 
onboarding a device onto a home network as soon as the However , if authorization for onboardable device 110 is 
device is powered on . For instance , unlike conventional denied , no credentials are sent to onboardable device 110 . In 
systems , the aspects disclosed herein do not require that the 25 an aspect of the disclosure , enhanced router 120 may add 
onboardable device have an input method to enter a service onboardable device 110 to a list of rejected devices , which 
set identifier ( SSID ) or password . Moreover , rather than are no longer discoverable unless the administrator removes 
requiring such user input via the onboardable device , aspects them from the list . 
for automating an authentication of the onboardable device In the event where multiple routers can detect the same 
to access a secure network via an enhanced router is dis - 30 onboardable device , it is desirable to provide a schema that 
closed . only allows the router ' s legitimate owner to onboard the 

Referring next to FIG . 1 , a block diagram of an exemplary onboardable device . An exemplary schema directed towards 
system for implementing an automated onboarding proce - such aspects is contemplated within the context of system 
dure according to an aspect of the disclosure is provided . As 100 . Here , an administrator may use an already - onboarded 
illustrated , system 100 comprises onboardable device 110 , 35 device ( e . g . , where administrative entity device 130 is 
enhanced router 120 , and administrative entity device 130 . onboarded to enhanced router 120 ) to obtain a unique 
In a particular aspect , onboardable device 110 is configured identifier ( ID ) associated with onboardable device 110 . It 
to access a secure network via enhanced router 120 , wherein should be appreciated that such ID can be obtained by 
communications between onboardable device 110 and administrative entity device 130 via any of a plurality of 
enhanced router 120 are facilitated by utilizing a peer - to - 40 interfaces on administrative entity device 130 . For example , 
peer framework . An exemplary peer - to - peer framework that a keypad or touchscreen on administrative entity device 130 
may be utilized is an AllJoyn architecture , which is an open may be used to manually input a text entry corresponding to 
source peer - to - peer framework which enables abstractions the ID ( e . g . , an alphanumeric code labeled on onboardable 
of low - level network concepts and application program device 110 , and / or included in a packaging of onboardable 
interfaces ( APIS ) . To this end , it is contemplated that 45 device 110 ) . Administrative entity device 130 can also be 
onboardable device 110 is a device that requires credential used to scan a two - dimensional barcode labeled on onboard 
information to join a personal Wi - Fi network , whereas able device 110 , and / or included in a packaging of onboard 
enhanced router 120 is an access point ( AP ) device config - able device 110 , wherein the ID may be embedded in data 
ured to provide credential information to onboardable output from a reading of the barcode . Rather than having 
devices , such as onboardable device 110 , to access a per - 50 administrative entity device 130 read barcodes , it is also 
sonal Wi - Fi network . contemplated that administrative entity device 130 may 

In an exemplary use scenario , upon being powered on , simply be used to obtain an image of the barcode , wherein 
onboardable device 110 operates in an AP mode and broad reading of the barcode is performed in another device . 
casts an SSID of a predetermined format , which allows Once obtained , administrative entity device 130 then 
enhanced router 120 to identify onboardable device 110 as 55 sends the ID ( or data including the ID ) to an AP component 
an onboardable device . That is , it is contemplated that of enhanced router 120 which then internally routs the ID to 
enhanced router 120 is configured to include a specialized a Wi - Fi modem component of enhanced router 120 . 
component ( e . g . , a Wi - Fi or Bluetooth modem ) dedicated to Enhanced router 120 subsequently connects to onboardable 
searching for devices to onboard . Once enhanced router 120 device 110 via the modem component of enhanced router 
discovers onboardable device 110 , enhanced router 120 60 120 , and transmits the ID along with Wi - Fi credentials to 
stores the SSID broadcast by onboardable device 110 , and onboardable device 110 . Onboardable device 110 then deter 
notifies an administrator of enhanced router 120 that mines whether the received ID matches an internally stored 
onboardable device 110 is attempting to onboard his / her ID , wherein access to the personal network is granted only 
personal network . In this particular example , such notifica - if the received ID matches the internally stored ID . 
tion is received by the administrator via administrative entity 65 In another aspect , as an alternative to continuous search 
device 130 , wherein administrative entity device 130 is a ing , enhanced router 120 may be configured to search for 
computing device ( e . g . , smartphone , tablet , personal com - onboardable devices for only a specific amount of time after 
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a push button is pressed . This approach would prevent all configured to select neither . Instead , an administrator may 
enhanced router devices from searching all the time , which utilize the aforementioned process in which a unique ID 
increases the likelihood that the device ' s true owner will associated with onboardable device 510 is forwarded to the 
discover the desired onboardable device . correct enhanced router via an already onboarded device 

In yet another aspect , rather than having enhanced router 5 ( e . g . , administrative entity device 130 ) . Onboardable device 
120 search for onboardable devices , a process in which 510 would then select between enhanced router 520 and 
onboardable device 110 searches for AP devices is disclosed . enhanced router 550 according to which one it receives its 
For instance , upon being turned on , onboardable device 110 unique ID from . 
may be configured to operate as a Wi - Fi client device instead Exemplary Implementations 
of an AP device . While operating in client mode , onboard - 10 It is contemplated that the various aspects for automating 
able device 110 could then scan for AP devices to onboard an onboarding procedure disclosed herein may be incorpo 
it , wherein any of various algorithms may be implemented rated within an AP device ( e . g . , enhanced router 120 ) and / or 
to facilitate selecting which particular AP device onboard - an onboardable device ( e . g . , onboardable device 110 ) . 
able device 110 will allow to onboard it . Accordingly , exemplary implementations of these aspects 

For example , as illustrated in FIG . 2 , onboardable device 15 are provided below , as incorporated within an AP device and 
210 might only detect a single enhanced router 220 within onboardable device , respectively . 
detectable range 212 . Under such circumstances ( i . e . , only Referring next to FIG . 6 , a conceptual diagram illustrating 
one AP device is detected , and the AP device is identified as an example of a hardware implementation for an AP device 
an " enhanced router ” , e . g . , via an identifier broadcast from 600 employing a processing system 614 is provided . It is 
enhanced router 220 ) , onboardable device 210 may be 20 contemplated that AP device 600 may be any AP device 
configured to select enhanced router 220 as the desired configured to include the aspects disclosed herein including , 
onboarder device , reboot into AP mode , and subsequently for example , any of the enhanced router devices discussed 
wait for enhanced router 220 to onboard it . with reference to FIGS . 1 - 5 . In accordance with various 

However , it is contemplated that multiple AP devices may aspects of the disclosure , an element , or any portion of an 
be detected as well . In FIG . 3 , for instance , onboardable 25 element , or any combination of elements may be imple 
device 310 detects enhanced router 320 , generic router 330 , mented with a processing system 614 that includes one or 
and generic router 340 within detectable range 312 . Within more processors 604 . Examples of processors 604 include 
such scenarios , it is desirable to have an automated mecha microprocessors , microcontrollers , digital signal processors 
nism for selecting which of enhanced router 320 , generic ( DSPs ) , field programmable gate arrays ( FPGAs ) , program 
router 330 , or generic router 340 , onboardable device 310 30 mable logic devices ( PLDs ) , state machines , gated logic , 
will allow to onboard it . For instance , an algorithm may be discrete hardware circuits , and other suitable hardware con 
implemented dictating that , where multiple AP points are figured to perform the various functionality described 
detected and only one is identified as an enhanced router , the throughout this disclosure . That is , the processor 604 , as 
enhanced router is selected . Accordingly , by implementing utilized in AP device 600 , may be used to implement any one 
such a rule to the scenario illustrated in FIG . 3 , onboardable 35 or more of the processes described below and illustrated in 
device 310 would select enhanced router 320 . After select any of FIGS . 7 - 9 . 
ing enhanced router 320 , onboardable device 310 would In this example , the processing system 614 may be 
then reboot into AP mode , and wait for enhanced router 320 implemented with a bus architecture , represented generally 
to onboard it . by the bus 602 . The bus 602 may include any number of 

In order to accommodate scenarios in which multiple 40 interconnecting buses and bridges depending on the specific 
enhanced routers are detected , such as the scenario illus application of the processing system 614 and the overall 
trated in FIG . 4 , a location - based algorithm is contemplated design constraints . The bus 602 links together various cir 
Here , onboardable device 410 detects enhanced router 420 , cuits including one or more processors ( represented gener 
generic router 430 , generic router 440 , and enhanced router ally by the processor 604 ) , a memory 605 , and computer 
450 within detectable range 412 . For this scenario , because 45 readable media represented generally by the computer 
multiple enhanced routers are detected , onboardable device readable medium 606 ) . The bus 602 may also link various 
410 may be configured to select between enhanced router other circuits such as timing sources , peripherals , voltage 
420 and enhanced router 450 according to their respective regulators , and power management circuits , which are well 
distances from onboardable device 410 . In this particular known in the art , and therefore , will not be described any 
example , onboardable device 410 may thus determine that 50 further . A bus interface 608 provides an interface between 
enhanced router 450 is in closest proximity by utilizing the bus 602 and a transceiver 610 . The transceiver 610 
existing location - based algorithms ( e . g . , via a round trip provides a means for communicating with various other 
time algorithm and / or by leveraging existing indoor location apparatus over a transmission medium . Depending upon the 
technologies , such as the IZatTM location platform provided nature of the apparatus , a user interface 612 ( e . g . , keypad , 
by Qualcomm Atheros , Inc . ) . Onboardable device 410 may 55 display , speaker , microphone , joystick ) may also be pro 
then select enhanced router 450 , reboot into AP mode , and vided . 
wait for enhanced router 450 to onboard it . In an aspect of the disclosure , computer - readable medium 

A different algorithm may be utilized in circumstances 606 is configured to include various instructions 606a and / or 
where the respective distances from two enhanced routers 606b to facilitate automating an onboarding procedure , as 
either cannot be determined , or are too close in value to 60 shown . In a similar aspect , such automating can instead be 
ascertain which is closest . An example of such scenario is implemented via hardware by coupling processor 604 to any 
illustrated in FIG . 5 , wherein onboardable device 510 of circuits 620 and / or 630 , as shown . Moreover , it is 
detects enhanced router 520 , generic router 530 , generic contemplated that the automating may be performed by any 
router 540 , and enhanced router 550 within detectable range combination of instructions 606a and / or 606b , as well as any 
512 . Here , because onboardable device 510 may be unable 65 combination of circuits 620 and / or 630 . 
to determine which of enhanced router 520 or enhanced The processor 604 is responsible for managing the bus 
router 550 is closest , onboardable device 510 may be 602 and general processing , including the execution of 
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software stored on the computer - readable medium 606 . The In a first exemplary implementation , it is contemplated 
software , when executed by the processor 604 , causes the that AP device 600 may automate the onboarding process by 
processing system 614 to perform the various functions actively search for onboardable devices . To facilitate such 
described below for any particular apparatus . The computer implementation search sub - circuit 710 and / or search instruc 
readable medium 606 may also be used for storing data that 5 tions 712 may be configured to detect a signal transmitted 
is manipulated by the processor 604 when executing soft from an onboardable device during an AP mode operation of 
ware . the onboardable device . Identifier sub - circuit 720 and / or One or more processors 604 in the processing system may identifier instructions 722 may then be configured to execute software . Software shall be construed broadly to extrapolate an identifier ( e . g . , an SSID broadcast by the mean instructions , instruction sets , code , code segments , 10 onboardable device during an AP mode operation ) from the program code , programs , subprograms , software modules , signal , whereas transmitting sub - circuit 730 and / or trans applications , software applications , software packages , rou mitting instructions 732 may be configured to provide the tines , subroutines , objects , executables , threads of execu identifier to an administrative entity . In this particular imple tion , procedures , functions , etc . , whether referred to as 
software , firmware , middleware , microcode , hardware 15 men is mentation , the administrative communication is received 
description language , or otherwise . The software may reside from the administrative entity in response to having received 
on a computer - readable medium 606 . The computer - read of - read the extrapolated identifier associated with the detected 
able medium 606 may be a non - transitory computer - read onboardable device . Namely , the administrative communi 
able medium . A non - transitory computer - readable medium cation comprises an indication from the administrator as to 
includes , by way of example , a magnetic storage device 20 whether the detected onboardable device should be granted 
( e . g . , hard disk , floppy disk , magnetic strip ) , an optical disk access to the administrator ' s personal secure network via AP 
( e . g . , a compact disc ( CD ) or a digital versatile disc ( DVD ) ) , device 600 . Access to the secure network is thus authorized , 
a smart card , a flash memory device ( e . g . , a card , a stick , or if the response includes an authorization from the adminis 
a key drive ) , a random access memory ( RAM ) , a read only trative entity to onboard the onboardable device . Transmit 
memory ( ROM ) , a programmable ROM ( PROM ) , an eras - 25 ting sub - circuit 730 and / or transmitting instructions 732 
able PROM ( EPROM ) , an electrically erasable PROM ( EE - may then be configured to transmit Wi - Fi credentials asso 
PROM ) , a register , a removable disk , and any other suitable ciated with the secure network to the onboardable device . 
medium for storing software and / or instructions that may be Otherwise , until such authorization is received , network 
accessed and read by a computer . The computer - readable interface circuit 630 and / or network interface instructions 
medium may also include , by way of example , a carrier 30 606b may be configured to establish a temporary connection 
wave , a transmission line , and any other suitable medium for between the onboardable device and the secure network , 
transmitting software and / or instructions that may be wherein the temporary connection is media access control 
accessed and read by a computer . The computer - readable ( MAC ) filtered . 
medium 606 may reside in the processing system 614 , Referring next to FIG . 8 , a flow diagram illustrating an 
external to the processing system 614 , or distributed across 35 exemplary process for automating the onboarding of an 
multiple entities including the processing system 614 . The onboardable device from an AP device according to the 
computer - readable medium 606 may be embodied in a aforementioned aspect of the disclosure is provided . As 
computer program product . By way of example , a computer illustrated , process 800 includes a series of acts that may be 
program product may include a computer - readable medium performed within a computing device ( e . g . , enhanced router 
in packaging materials . Those skilled in the art will recog - 40 120 , AP device 600 , etc . ) according to an aspect of the 
nize how best to implement the described functionality subject specification . For instance , process 800 may be 
presented throughout this disclosure depending on the par - implemented by employing a processor to execute computer 
ticular application and the overall design constraints executable instructions stored on a computer readable stor 
imposed on the overall system . age medium to implement the series of acts . In another 

It is contemplated that AP device 600 may be imple - 45 implementation , a computer - readable storage medium com 
mented as an enhanced router device in accordance with any prising code for causing at least one computer to implement 
of the various aspects discussed previously with reference to the acts of process 800 is contemplated . 
FIGS . 1 - 5 . To facilitate such implementations , receiving As illustrated , process 800 begins at act 810 with the 
instructions 606a and / or receiving circuit 620 may be con detection of a signal from an onboardable device . As stated 
figured to receive an administrative communication associ - 50 previously , such signal may be a signal broadcast by the 
ated with onboarding an onboardable device , whereas net - onboardable device while operating in an AP mode , wherein 
work interface instructions 606b and / or network interface the signal includes the onboardable device ' s SSID . At act 
circuit 630 may be configured to enable the onboardable 820 , an identifier associated with the onboardable device 
device to access a secure network via AP device 600 based ( e . g . , an SSID associated with the onboardable device ) is 
on the administrative communication . Here , it is contem - 55 extrapolated from the detected signal . The identifier is then 
plated that the administrative communication originates provided to an administrative entity at act 830 for authori 
from an entity different than the onboardable device attempt zation . After sending the identifier , process 800 proceeds to 
ing to onboard AP device 600 . Furthermore , as illustrated in act 840 where a temporary MAC - filtered connection with 
FIG . 7 , each of network interface circuit 630 and network the onboardable device is established . This temporary con 
interface instructions 606b may further comprise any of a 60 nection is maintained until a response from the administra 
plurality of subcomponents to facilitate implementing the tive entity is received at act 850 . Then , at act 860 , the 
aspects disclosed herein . For instance , network interface response is evaluated to determine whether network access 
circuit 630 may comprise search sub - circuit 710 , identifier was authorized . If authorization was granted , process 800 
sub - circuit 720 , and transmitting sub - circuit 730 , whereas concludes at act 870 where Wi - Fi credentials for accessing 
network interface instructions 606b may comprise search 65 the network are transmitted to the onboardable device . 
instructions 712 , identifier instructions 722 , and transmitting Otherwise , if authorization is not granted , process 800 
instructions 732 . concludes at act 865 where access to the network is denied . 
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In another exemplary implementation , it is contemplated 1000 may be any onboardable device configured to include 
that AP device 600 may receive an onboardable device ' s the aspects disclosed herein including , for example , any of 
identifier from an administrator , rather than from the the onboardable devices discussed with reference to FIGS . 
onboardable device . To facilitate such implementation iden - 1 - 5 . It is further contemplated that the processor 1004 , as 
tifier sub - circuit 720 and / or identifier instructions 722 may 5 utilized in onboardable device 1000 , may be used to imple 
be configured to extrapolate such identifier from an admin ment any one or more of the processes described below and 
istrative communication received from the administrator , illustrated in any of FIGS . 11 - 14 . 
whereas transmitting sub - circuit 730 and / or transmitting In an aspect of the disclosure , computer - readable medium 
instructions 732 may be configured to transmit both the 1006 is configured to include various instructions 1006a , 
identifier and Wi - Fi credentials to the onboardable device . 10 1006b , and / or 1006c to facilitate automating an onboarding 
As stated previously , the onboardable device may then procedure , as shown . In a similar aspect , such automating 
compare the received identifier with an internally stored can instead be implemented via hardware by coupling 
identifier , wherein the onboarding will depend on whether processor 1004 to any of circuits 1020 , 1030 , and / or 1030 , 
these two identifiers match . To this end , it should be noted as shown . Moreover , it is contemplated that the automating 
that identifier sub - circuit 720 and / or identifier instructions 15 may be performed by any combination of instructions 
722 may be configured to extrapolate an identifier in any of 1006a , 1006b , and / or 1006c , as well as any combination of 
a plurality of ways , wherein such identifier can be an SSID circuits 1020 , 1030 , and / or 1030 . It should also be appreci 
associated with the onboardable device or any other type of ated that , because many of the components illustrated in 
identifier that may uniquely identify the onboardable device FIG . 10 are generally analogous to corresponding compo 
for authorization purposes . For instance , identifier sub - 20 nents described for AP device 600 with reference to FIG . 6 , 
circuit 720 and / or identifier instructions 722 may be con - a detailed discussion of such analogous FIG . 10 components 
figured to extrapolate the identifier from a video signal ( e . g . , is omitted here . 
a screen flashing white / black at a known clock speed could As discussed below , onboardable device 1000 may be 
be used to transmit ASCII data ) , an audio signal ( e . g . , configured in any of a plurality of ways to facilitate auto 
audible or ultrasonic pulses ) , a text entry ( e . g . , correspond - 25 mating the onboarding procedure . For instance , in an exem 
ing to an alphanumeric code labeled on the onboardable plary implementation , transmitting instructions 1006? and / 
device , and / or included in a packaging of the onboardable or transmitting circuit 1020 may be configured to transmit an 
device ) , or image ( e . g . , a photo of an alphanumeric code identifier associated with onboardable device 1000 ( e . g . , an 
labeled on the onboardable device , and / or included in a SSID associated with onboardable device 1000 ) while 
packaging of the onboardable device ) included in the 30 onboardable device 1000 operates in an AP mode ; receiving 
received administrative communication . Alternatively , if a instructions 1006b and / or receiving circuit 1030 may be 
barcode or QR code is used , identifier sub - circuit 720 and / or configured to receive credentials associated with accessing a 
identifier instructions 722 may be configured to extrapolate secure network via an AP device ; and network interface 
the identifier from received data corresponding to a barcode instructions 1006c and / or network interface circuit 1040 
reading included in the administrative communication . 35 may be configured to connect to the secure network by 

Referring next to FIG . 9 , a flow diagram illustrating an utilizing the credentials . For this particular implementation , 
exemplary process for automating the onboarding of an the credentials received from the AP device are received in 
onboardable device from an AP device according to the response to an authentication of the identifier transmitted by 
aforementioned aspect of the disclosure is provided . Similar onboardable device 1000 . Furthermore , as illustrated in FIG . 
to process 800 , process 900 includes a series of acts that may 40 11 , each of network interface instructions 1006c and net 
be performed within a computing device ( e . g . , enhanced work interface circuit 1040 may further comprise any of a 
router 120 , AP device 600 , etc . ) according to an aspect of the plurality of subcomponents to facilitate implementing the 
subject specification . For instance , process 900 may be aspects disclosed herein . For instance , network interface 
implemented by employing a processor to execute computer circuit 1040 may comprise search sub - circuit 1110 and 
executable instructions stored on a computer readable stor - 45 selecting sub - circuit 1120 , whereas network interface 
age medium to implement the series of acts . In another instructions 1006c may comprise search instructions 1112 
implementation , a computer - readable storage medium com - and selecting instructions 1122 
prising code for causing at least one computer to implement Referring next to FIG . 12 , a flow diagram illustrating an 
the acts of process 900 is contemplated . exemplary process for automating the onboarding of an 

As illustrated , process 900 begins at act 910 where an 50 onboardable device according to the aforementioned aspect 
administrative communication is received from an admin of the disclosure is provided . Similar to processes 800 and 
istrative entity . Next , at act 920 an identifier associated with 900 , process 1200 includes a series of acts that may be 
an onboardable device is extrapolated from the administra - performed within a computing device ( e . g . , onboardable 
tive communication . As stated previously , such extrapola device 110 , onboardable device 1000 , etc . ) according to an 
tion may comprise extrapolating the identifier from any of a 55 aspect of the subject specification . For instance , process 
plurality of inputs including , but not limited to , a video 1200 may be implemented by employing a processor to 
signal , an audio signal , a text entry , an image , or barcode . execute computer executable instructions stored on a com 
Once the identifier is extrapolated , process 900 continues to puter readable storage medium to implement the series of 
act 930 where a connection with the onboardable device acts . In another implementation , a computer - readable stor 
associated with the extrapolated identifier is established . 60 age medium comprising code for causing at least one 
Process 900 then concludes with the extrapolated identifier computer to implement the acts of process 1200 is contem 
being transmitted to the onboardable device , together with plated . 
Wi - Fi credentials . As illustrated , process 1200 begins at act 1210 where the 

Referring next to FIG . 10 , a conceptual diagram illustrat - onboardable device operates in an AP mode . While operat 
ing an example of a hardware implementation for an 65 ing in AP mode , the onboardable device then transmits a 
onboardable device 1000 employing a processing system corresponding identifier at act 1220 ( e . g . , an SSID broadcast 
1014 is provided . It is contemplated that onboardable device from the onboardable device ) . An AP device that detects this 
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transmission may then forward the identifier to an admin - be configured to onboard the detected AP device only if it is 
istrator for authorization to access the administrator ' s secure an enhanced router , such as enhanced router 120 or AP 
network , as discussed above . If authorization is granted , an device 600 . In an aspect of the disclosure , onboardable 
indicator of such authorization is provided to the AP device . device 1000 may be configured to ascertain whether an AP 
The onboardable device then receives Wi - Fi credentials 5 device is an enhanced router by extrapolating an AP device 
from the AP device at act 1230 , and subsequently concludes type identifier from a signal transmitted by the AP device . 
at act 1240 where it connects to the administrator ' s secure For this particular implementation , any of the aforemen 
network via the AP device by utilizing the Wi - Fi credentials tioned enhanced router devices ( e . g . , enhanced router 120 , 
received at act 1230 . AP device 600 , etc . ) may be further configured to broadcast 

In another exemplary implementation , it is contemplated 10 an identifier detectable by onboarder devices , which distin 
that onboardable device 1000 may be configured to match an guishes the enhanced router device from generic router 
identifier received from an AP device to an internally stored devices . 
identifier before onboarding , as discussed above . To facili - If multiple AP devices are detected , selecting instructions 
tate this implementation receiving instructions 1006b and / or 1122 and / or selecting sub - circuit 1120 may be configured to 
receiving circuit 1030 may be further configured to receive 15 select an onboarder device from the plurality of detected AP 
such identifier from an AP device , whereas network inter - devices . For this particular implementation , receiving 
face instructions 1006c and / or network interface circuit instructions 1006b and / or receiving circuit 1030 may be 
1040 may be configured to connect to the AP device ' s secure configured to receive credentials associated with the selected 
network based on whether the received identifier matches onboarder device , whereas network interface instructions 
the identifier internally stored by onboardable device 1000 . 20 1006c and / or network interface circuit 1040 may be config 

Referring next to FIG . 13 , a flow diagram illustrating the ured to connect to the selected onboarder device ' s secure 
above exemplary process is provided . Similar to processes network . 
800 , 900 , and 1200 , process 1300 includes a series of acts Here , it is contemplated that selecting instructions 1122 
that may be performed within a computing device ( e . g . , and / or selecting sub - circuit 1120 may be configured to select 
onboardable device 110 , onboardable device 1000 , etc . ) 25 an onboarder device according to any of a plurality of 
according to an aspect of the subject specification . For algorithms . For instance , a distance - based algorithm may be 
instance , process 1300 may be implemented by employing used , wherein selecting instructions 1122 and / or selecting 
a processor to execute computer executable instructions sub - circuit 1120 may be configured to determine whether at 
stored on a computer readable storage medium to implement least one of the plurality of detected AP devices is within a 
the series of acts . In another implementation , a computer - 30 threshold distance ( e . g . , determining whether an AP device 
readable storage medium comprising code for causing at is in a room having dimensions corresponding to the thresh 
least one computer to implement the acts of process 1300 is old distance ) . Alternatively , rather than determining whether 
contemplated a detected AP device is within a threshold distance , selecting 
As illustrated , process 1300 begins at act 1310 where the instructions 1122 and / or selecting sub - circuit 1120 may be 

onboardable device receives a communication from an AP 35 configured to determine compare its respective estimated 
device . Here , it is contemplated that such communication distances from two candidate AP devices , wherein the AP 
includes both an onboardable device identifier and Wi - Fi device deemed to be closest is selected . 
credentials for accessing a secure network via the AP device . Referring next to FIG . 14 , a flow diagram illustrating the 
After receiving this communication , the onboardable device above exemplary process is provided . Similar to processes 
proceeds by extrapolating the onboardable device identifier 40 800 , 900 , 1200 , and 1300 , process 1400 includes a series of 
from the communication , at act 1320 . At act 1330 , the acts that may be performed within a computing device ( e . g . , 
onboardable device then retrieves its internally stored iden - onboardable device 110 , onboardable device 1000 , etc . ) 
tifier , which it subsequently compares to the received according to an aspect of the subject specification . For 
onboardable device identifier at act 1340 . If the two iden - instance , process 1400 may be implemented by employing 
tifiers match , process 1300 concludes at act 1350 where the 45 a processor to execute computer executable instructions 
onboardable device connects to the AP device ' s secure stored on a computer readable storage medium to implement 
network by utilizing the Wi - Fi credentials received from the the series of acts . In another implementation , a computer 
AP device . Otherwise , if the two identifiers do not match , readable storage medium comprising code for causing at 
process 1300 concludes at act 1345 where access to the least one computer to implement the acts of process 1400 is 
network is denied . 50 contemplated . 

In yet another exemplary implementation , it is contem - As illustrated , process 1400 begins at act 1410 where the 
plated that onboardable device 1000 may be configured to onboardable device operates in a Wi - Fi mode . While oper 
perform a search of AP devices , as discussed above . To ating in Wi - Fi mode , the onboardable device then searches 
facilitate this implementation search instructions 1112 and for AP devices at act 1420 . In an aspect of the disclosure , 
or search sub - circuit 1110 may be further configured to 55 before selecting a particular AP device to onboard , the 
perform an AP device scan while onboardable device 1000 onboardable device collects data associated with the AP 
operates in a Wi - Fi mode , whereas transmitting instructions devices it detects . For instance , at act 1430 , the onboardable 
1006? and / or transmitting circuit 1020 may be configured to device ascertains device - specific characteristics of the 
trigger a transmission of the identifier upon detecting an AP detected AP devices ( e . g . , whether the AP device is a generic 
device . In an aspect of the disclosure , if only one AP device 60 router or an enhanced router ) , whereas the onboardable 
is detected , network interface instructions 1006c and / or device may estimate respective distances from the detected 
network interface circuit 1040 may be configured to connect AP devices , at act 1440 . Based on the data collected / 
to this AP device by switching to AP mode and waiting to be computed , the onboardable device may then select which AP 
onboarded . For some implementations , where only one AP device to onboard , at act 1450 . 
device is detected , onboardable device 1000 may be further 65 Several aspects of a telecommunications system have 
required to ascertain whether the detected AP device is of a been presented with reference to a system utilizing a peer 
particular type . For instance , onboardable device 1000 may to - peer architecture ( e . g . , an AllJoyn architecture ) and a 
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14 
Wi - Fi ( e . g . , 802 . 11 ) air interface . As those skilled in the art claims are not intended to be limited to the aspects shown 
will readily appreciate , various aspects described throughout herein , but are to be accorded the full scope consistent with 
this disclosure may be extended to other communication the language of the claims , wherein reference to an element 
systems , network architectures and communication stan - in the singular is not intended to mean “ one and only one ” 
dards . 5 unless specifically so stated , but rather " one or more . ” 

By way of example , various aspects may be extended to Unless specifically stated otherwise , the term “ some ” refers 
other systems such as those employing Long Term Evolu - to one or more . A phrase referring to " at least one of a list 
tion ( LTE ) ( in FDD , TDD , or both modes ) , LTE - Advanced of items refers to any combination of those items , including 
( LTE - A ) ( in FDD , TDD , or both modes ) , Universal Mobile single members . As an example , " at least one of : a , b , or c " 
Telecommunications Systems ( UMTS ) , Global System for 10 is intended to cover : a ; b ; c ; a and b ; a and c ; b and c ; and 
Mobile ( GSM ) , CDMA2000 , Evolution - Data Optimized a , b and c . All structural and functional equivalents to the 
( EV - DO ) , Ultra Mobile Broadband ( UMB ) , IEEE 802 . 16 elements of the various aspects described throughout this 
( WiMAX ) , IEEE 802 . 20 , Ultra - Wideband ( UWB ) , Blu disclosure that are known or later come to be known to those 
etooth , and / or other suitable systems . The actual communi - of ordinary skill in the art are expressly incorporated herein 
cation standard , network architecture , and / or communica - 15 by reference and are intended to be encompassed by the 
tion standard employed will depend on the specific claims . Moreover , nothing disclosed herein is intended to be 
application and the overall design constraints imposed on dedicated to the public regardless of whether such disclosure 
the system . is explicitly recited in the claims . No claim element is to be 

Within the present disclosure , the word “ exemplary ” is construed under the provisions of 35 U . S . C . $ 112 , sixth 
used to mean “ serving as an example , instance , or illustra - 20 paragraph , unless the element is expressly recited using the 
tion . ” Any implementation or aspect described herein as phrase " means for ” or , in the case of a method claim , the 
“ exemplary ” is not necessarily to be construed as preferred element is recited using the phrase " step for . " 
or advantageous over other aspects of the disclosure . Like What is claimed is : 
wise , the term “ aspects ” does not require that all aspects of 1 . A method comprising : 
the disclosure include the discussed feature , advantage or 25 receiving , at an access point ( AP ) device within a Wi - Fi 
mode of operation . The term " coupled ” is used herein to network , an administrative communication associated 
refer to the direct or indirect coupling between two objects . with onboarding an onboardable device from an 
For example , if object A physically touches object B , and onboarded device onboarded to the AP device , the 
object B touches object C , then objects A and C may still be administrative communication originating from the 
considered coupled to one another even if they do not 30 onboarded device and being received at the AP device 
directly physically touch each other . For instance , a first die directly from the onboarded device via a peer - to - peer 
may be coupled to a second die in a package even though the framework of the Wi - Fi network , wherein the 
first die is never directly physically in contact with the onboarded device is different than the onboardable 
second die . The terms “ circuit ” and “ circuitry ” are used device and the onboarded device comprises a single 
broadly , and intended to include both hardware implemen - 35 device within the Wi - Fi network ; 
tations of electrical devices and conductors that , when extrapolating , by the AP device , an identifier that identi 
connected and configured , enable the performance of the fies the onboardable device from the administrative 
functions described in the present disclosure , without limi communication ; and 
tation as to the type of electronic circuits , as well as software connecting , by the AP device , the onboardable device to 
implementations of information and instructions that , when 40 a secure network via the AP device by transmitting the 
executed by a processor , enable the performance of the identifier and access credentials associated with the 
functions described in the present disclosure . secure network to the onboardable device , wherein 
One or more of the components , steps , features and / or upon connecting to the secure network , the onboard 

functions illustrated in FIGS . 1 - 14 may be rearranged and / or able device communicates with the secure network via 
combined into a single component , step , feature or function 45 the AP device , wherein the onboardable device is 
or embodied in several components , steps , or functions . connected to the secure network via the AP device upon 
Additional elements , components , steps , and / or functions performing an AP device scan while the onboardable 
may also be added without departing from novel features device operates in a Wi - Fi mode and selecting the AP 
disclosed herein . The apparatus , devices , and / or components device from a plurality of detected AP devices upon 
illustrated in FIGS . 1 - 14 may be configured to perform one 50 receiving the onboardable device identifier from the AP 
or more of the methods , features , or steps described herein . device . 
The novel algorithms described herein may also be effi 2 . The method according to claim 1 , wherein the identifier 
ciently implemented in software and / or embedded in hard - is a service set identifier ( SSID ) associated with the 
ware . onboardable device . 

It is to be understood that the specific order or hierarchy 55 3 . The method according to claim 1 , wherein the extrapo 
of steps in the methods disclosed is an illustration of lating comprises extrapolating the identifier from at least one 
exemplary processes . Based upon design preferences , it is of a video signal , an audio signal , a text entry , or an image 
understood that the specific order or hierarchy of steps in the included in the administrative communication . 
methods may be rearranged . The accompanying method 4 . The method according to claim 1 , wherein the extrapo 
claims present elements of the various steps in a sample 60 lating comprises extrapolating the identifier from received 
order , and are not meant to be limited to the specific order data corresponding to a barcode or QR code reading 
or hierarchy presented unless specifically recited therein . included in the administrative communication . 

The previous description is provided to enable any person 5 . An access point ( AP ) device within a Wi - Fi network 
skilled in the art to practice the various aspects described comprising : 
herein . Various modifications to these aspects will be readily 65 a receiving circuit configured to receive an administrative 
apparent to those skilled in the art , and the generic principles communication associated with onboarding an 
defined herein may be applied to other aspects . Thus , the onboardable device from an onboarded device 
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onboarded to the AP device , the administrative com - 8 . The AP device according to claim 5 , wherein the 
munication originating from the onboarded device and identifier circuit is configured to extrapolate the identifier 
being received at the AP device directly from the from received data corresponding to a barcode reading 
onboarded device via a peer - to - peer framework of the included in the administrative communication . 
Wi - Fi network , wherein the onboarded device is dif - 5 5 9 . An onboardable device comprising : 
ferent than the onboardable device and the onboarded a receiving circuit configured to receive an onboardable 

device identifier and credentials associated with access device comprises a single device within the Wi - Fi ing a secure network from an access point ( AP ) device 
network ; within a Wi - Fi network , the credentials received from 

an identifier circuit configured to extrapolate an identifier the AP device in response to the AP device receiving 
that identifies the onboardable device from the admin - 10 the onboardable device identifier directly from an 
istrative communication ; onboarded device onboarded to the AP device via a 

a network access circuit configured to connect the peer - to - peer framework of the Wi - Fi network , wherein 
onboardable device to a secure network via the AP the onboarded device is different than the onboardable 
device based on the administrative communication , 15 device and the onboarded device comprises a single 

device within the Wi - Fi network ; and wherein upon connecting to the secure network , the 
onboardable device communicates with the secure net a network interface circuit configured to connect to the 

secure network via the AP device by utilizing the work via the AP ; and credentials based on whether the onboardable device a transmitting circuit configured to transmit the identifier 
and access credentials associated with the secure net - 20 identifier matches an internally stored identifier that 
work to the onboardable device ; identifies the onboardable device , wherein upon con 

wherein the onboardable device is connected to the secure necting to the secure network , the onboardable device 
network via the AP device upon performing an AP communicates with the secure network via the AP 
device scan while the onboardable device operates in a device ; 
Wi - Fi mode and selecting the AP device from a plu - 35 wherein the network interface circuit further comprises a 

search circuit configured to perform an AP device scan rality of detected AP devices upon receiving the 
onboardable device identifier from the AP device . while the onboardable device operates in a Wi - Fi mode ; 

6 . The AP device according to claim 5 , wherein the wherein the network interface circuit further comprises a 
identifier is a service set identifier ( SSID ) associated with selecting circuit configured to select the AP device from 
the onboardable device . a plurality of detected AP devices upon receiving the 

7 . The AP device according to claim 5 , wherein the onboardable device identifier from the AP device . 
identifier circuit is configured to extrapolate the identifier 10 . The onboardable device according to claim 9 , wherein 
from at least one of a video signal , an audio signal , a text the identifier is a service set identifier ( SSID ) associated 

with the onboardable device . entry , or an image included in the administrative commu 
nication . 

30 


