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RADIO-AGNOSTIC MESSAGE 
TRANSLATION SERVICE 

TECHNICAL FIELD 

Aspects of the present disclosure relate generally to 
wireless communication systems, and more particularly, to 
systems and methods for providing radio-agnostic message 
translation services. 

BACKGROUND 

Wireless communication networks are widely deployed to 
provide various communication services such as telephony, 
video, data, messaging, broadcasts, and so on. Such net­
works, which are usually multiple access networks, support 
communications for multiple users by sharing the available 
network resources. 

2 
is to present some concepts of one or more aspects of the 
disclosure in a simplified form as a prelude to the more 
detailed description that is presented later. 

The disclosure describes systems, apparatus and methods 
5 that may be adapted for radio-agnostic message translation. 

In various aspects, the disclosure provides a method of 
communications that includes establishing a connection 
with a first device that communicates using a first network­
ing technology that has a limited transmission range, receiv-

10 ing a first message from a first client through a connection 
established on a communications network, and transmitting 
the second message to the first device using the first net­
working technology. The first client may be separated from 
the first device by a distance that is greater than the trans-

15 mission range of the first networking technology. In one 
example, the first network technology includes a first wire­
less technology having a range that is less than 100 meters. 
In another example the first wireless technology having a 
range that is less than 35 meters. In another example the first In some applications, the use of wide area radio access 

technologies may be impractical due to limitations on power 
budgets and/or constraints on battery life. Many devices 
installed in residences, businesses and vehicles are now 
provisioned or retrofitted with control and monitoring 
devices that can communicate wirelessly using a low-energy 
radio access technology to enable connection to other 
devices. For example, sensors, light bulbs, audio visual 
equipment, security system devices, appliances and other 
devices may be equipped for low-energy, short-range radio 
communications that operate with dissipation using near­
field communications (NFC) and Bluetooth technologies. In 30 

one example, low-energy devices may communicate using 
Bluetooth in the 2.4 GHz industrial, scientific and medical 
(ISM) band. 

20 wireless technology having a range that is less than one 
meter. 

According to certain aspects, the first message is trans­
lated from a first transmission format and the second mes-
sage is provided in a second transmission format. Address-

25 ing information of the first device may be concealed from 
the first client. 

In one aspect, the first message may be directed to a group 
of devices. For example, the first networking technology 
may be used to transmit the second message to a plurality of 
similar devices in the group of devices. In another example, 
the first message may be directed to a group of devices that 
includes the first device and also includes a second device 
that communicates using a second networking technology 
that has a limited transmission range. The second network-Low-energy devices may be used in application environ­

ments where the amount of energy that is available is 
limited, such as in battery-powered devices. Low-energy 
devices frequently have a limited communication range to 
conserve battery. For example, sensors utilizing Bluetooth 
Low Energy (BLE) to communicate with other devices or 
sensors typically have a communication range on the order 
of thirty meters. Smartphones and computing devices may 
be capable of communicating with nearby devices using 
Bluetooth or NFC networking, but mobile devices that are in 
motion may often be beyond the range of the low-energy, 
short-range radio networks. 

In some instances, it may be desirable to communicate 
with a low-energy device that is located at a distance that is 
greater than the communication range of the low-energy 
device. Conventional methods of communicating with 
remote sensors may require that the sensor be configured to 
upload sensor data to a server (e.g., a cloud server) from 
which sensor data can be retrieved through the Internet. This 
approach is associated with higher cost, greater overall 
resource usage and increased complexity. These issues may 
preclude direct access to a monitored device in a manner that 
permits a client device to exercise real-time control with 
respect to the sensor. 

SUMMARY 

The following presents a simplified summary of one or 
more aspects of the present disclosure, in order to provide a 
basic understanding of such aspects. This summary is not an 
extensive overview of all contemplated features of the 
disclosure, and is intended neither to identify key or critical 
elements of all aspects of the disclosure nor to delineate the 
scope of any or all aspects of the disclosure. Its sole purpose 

35 ing technology may be used to transmit the second message 
to a plurality of devices. The group of devices may include 
devices of the same type, function or class. 

In one aspect, a third message may be received from a 
second client through a wide area network. The second 

40 client may be separated from the first device by a distance 
that is greater than the transmission range of the first 
networking technology. The third message may be translated 
to obtain a fourth message. Transmission of the second 
message and the fourth message may be scheduled such that 

45 the second message and the fourth message are transmitted 
sequentially, without an overlap or interleave. In one 
example, at least a portion of the first message may be 
received while the third message is being received. Trans­
mission of the second message may be completed before 

50 transmitting the fourth message, or transmission of the 
fourth message may be completed before transmitting the 
second message. 

In one aspect, a third message may be received from the 
first device. The third message may be translated to obtain 

55 a fourth message, and the fourth message may be provided 
to the first client. Translating the third message includes 
associating the third message with a preceding communica­
tion from the first client, and translating the fourth message 
to a format consistent with the preceding communication, 

60 based on the associating. 
In one aspect, a third message is received from the first 

device. Responsive to receipt of the third message, a fourth 
message corresponding to the third message may be trans­
mitted to one or more other devices that communicate using 

65 the first networking technology. 
In one aspect, the first message is directed to a first group 

of devices comprising a plurality of devices configured to 
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use the first networking technology. A command for each 
device in the first group of devices may be determined based 
on content of the message. The command may be transmit­
ted to a corresponding device using the first networking 
technology. The first group of devices comprises different 5 

types of devices. Different commands may be determined 
for the different types of devices. 

4 
FIG. 5 illustrates an example of a base station in com­

munication with a user equipment in a networking system. 
FIG. 6 illustrates an example of a Bluetooth networking 

environment. 
FIG. 7 illustrates a simplified protocol stack. 
FIG. 8 illustrates a simplified example of communication 

network range extension according to certain aspects dis­
closed herein. In one aspect, the first message may be translated by 

converting the first message from a first transmission format 
to a second transmission format. 

In one aspect, the first wireless technology comprises a 
Bluetooth technology, a near field communications technol­
ogy, a Wi-Fi technology and/or a Power-line communica­
tions technology. 

FIG. 9 illustrates a first example of a hub used for 
10 communication network range extension according to cer­

tain aspects disclosed herein. 

In various aspects, the disclosure provides an apparatus 15 

configured for wireless communication that has at least one 
processor, a memory coupled to the at least one processor, 
and first and second wireless communication interfaces 
coupled to the at least one processor. The at least one 
processor may be configured to establish a connection with 20 

a first device that communicates using a first networking 
technology that has a limited transmission range, receive a 
first message from a first client through a connection estab­
lished on a communications network, translate the first 
message to obtain a second message, and transmit the 25 

second message to the first device using the first networking 
technology. The first client may be separated from the first 
device by a distance that is greater than the transmission 
range of the first networking technology 

In various aspects, the disclosure provides an apparatus 30 

configured for wireless communication, The apparatus may 
include means for establishing a connection with a first 
device that communicates using a first networking technol­
ogy that has a limited transmission range, means for receiv­
ing a first message from a first client through a connection 35 

established on a communications network, means for trans­
lating the first message to obtain a second message, and 
means for transmitting the second message to the first device 
using the first networking technology. The first client may be 
separated from the first device by a distance that is greater 40 

than the transmission range of the first networking technol­
ogy. 

In various aspects, the disclosure provides a computer­
readable storage medium. The storage medium may include 
transitory and/or non-transitory storage. The storage 45 

medium may include data and instructions, including code 
for establishing a connection with a first device that com­
municates using a first networking technology that has a 
limited transmission range, receiving a first message from a 
first client through a connection established on a commu- 50 

nications network, translating the first message to obtain a 
second message, and transmitting the second message to the 
first device using the first networking technology. The first 
client may be separated from the first device by a distance 
that is greater than the transmission range of the first 55 

networking technology. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 10 illustrates a system in which multiple remotely 
controlled devices are coupled to multiple client devices 
through a communication network range extension hub. 

FIG. 11 illustrates data flow through a hub used for 
communication network range extension. 

FIG. 12 illustrates a second example of a hub used for 
communication network range extension according to cer­
tain aspects disclosed herein. 

FIG. 13 is a flow chart illustrating an example of radio­
agnostic message translation according to certain aspects 
disclosed herein. 

FIG. 14 is a diagram illustrating an example of a hardware 
implementation for an apparatus that may perform radio­
agnostic message translation according to certain aspects 
disclosed herein. 

DETAILED DESCRIPTION 

The detailed description set forth below in connection 
with the appended drawings is intended as a description of 
various configurations and is not intended to represent the 
only configurations in which the concepts described herein 
may be practiced. The detailed description includes specific 
details for the purpose of providing a thorough understand­
ing of various concepts. However, it will be apparent to 
those skilled in the art that these concepts may be practiced 
without these specific details. In some instances, well­
known structures and components are shown in block dia­
gram form in order to avoid obscuring such concepts. 

Certain aspects disclosed herein relate to a hub that may 
be used to permit remote control, monitoring and commu­
nication with devices that communicate through short-range 
wireless communications technologies or networks. Short­
range wireless communications networks may have limited 
communication range by design or by configuration. In one 
example, a wireless communication network may have 
limited routing capabilities, or routing capabilities that have 
been blocked or otherwise disabled. Accordingly, a short­
range wireless communications network may include 
devices that employ short-range wireless communications 
technologies such as NFC or Bluetooth, wired communica­
tions technologies such as Power-Line Ethernet and/or lon­
ger range wireless communications technologies upon 
which range limitations have been placed for security rea­
sons. For example, a Wi-Fi local area network may be 
implemented using wireless local area network (WLAN) 
technologies that are based on the Institute of Electrical and 
Electronics Engineers' (IEEE) 802.11 standards. The Wi-Fi 

FIG. 1 is a block diagram illustrating an example of an 
apparatus employing a processing system that may be 
adapted according to certain aspects disclosed herein. 

FIG. 2 is a conceptual diagram illustrating a first example 
of a telecommunications system. 

60 network may be deployed without routing capabilities such 
that communication with other networks is prevented. Such 
Wi-Fi and other networks may be limited for security 
reasons when, for example, it is desirable to prevent expo­
sure of the IP address of a Wi-Fi device to the Internet. 

FIG. 3 is a conceptual diagram illustrating a second 65 

example of a telecommunications system. 
FIG. 4 illustrates an example of an access network. 

A hub provided according to certain aspects disclosed 
herein may be configured to manage a radio-agnostic mes­
sage translation service that receives messages from a client 
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device, and translates the messages for transmission to the 
monitored or controlled device. The hub may be configu­
rable to reliably manage communications between multiple 
client devices and multiple controlled or monitored devices. 
The controlled or monitored devices may be grouped and/or 5 

profiled such that commands may be addressed to the group 
and executed by individual remotely controlled devices in 
accordance with device capabilities. 

disclosed herein. The storage 106 may be used for storing 
data that is manipulated by the processor 104 when execut­
ing software, and the software may be configured to imple-
ment any one of the methods disclosed herein. 

One or more processors 104 in the processing circuit 102 
may execute software. Software shall be construed broadly 
to mean instructions, instruction sets, code, code segments, 
program code, programs, subprograms, software modules, 
applications, software applications, software packages, rou-FIG. 1 is a conceptual diagram 100 illustrating a simpli­

fied example of a hardware implementation for an apparatus 
employing a processing circuit 102 that may be configured 
to perform one or more functions disclosed herein. In 
accordance with various aspects of the disclosure, an ele­
ment, or any portion of an element, or any combination of 
elements as disclosed herein for managing radio-agnostic 
message translation services may be implemented using the 
processing circuit 102. The processing circuit 102 may 
include one or more processors 104 that are controlled by 
some combination of hardware and software modules. 
Examples of processors 104 include microprocessors, 
microcontrollers, digital signal processors (DSPs), field pro­
grammable gate arrays (FPGAs ), programmable logic 
devices (PLDs), state machines, sequencers, gated logic, 
discrete hardware circuits, and other suitable hardware con­
figured to perform the various functionality described 
throughout this disclosure. The one or more processors 104 
may include specialized processors that perform specific 
functions, and that may be configured, augmented or con­
trolled by one of the software modules 116. For example, the 
processing circuit may be configured as channel processors, 
frame processors and other processors that are adapted to 
handle encoding and decoding of data for transmission on 
one or more wireless networks. The one or more processors 
104 may be configured through a combination of software 
modules 116 loaded during initialization, and may be further 
configured by loading or unloading one or more software 
modules 116 during operation. 

In the illustrated example, the processing circuit 102 may 

10 tines, subroutines, objects, executables, threads of execu­
tion, procedures, functions, algorithms, etc., whether 
referred to as software, firmware, middleware, microcode, 
hardware description language, or otherwise. The software 
may reside in computer-readable form in the storage 106 or 

15 in an external computer readable medium. The computer­
readable medium and/or storage 106 may be a non-transitory 
computer-readable medium. A non-transitory computer­
readable medium includes, by way of example, a magnetic 
storage device (e.g., hard disk, floppy disk, magnetic strip), 

20 an optical disk (e.g., a compact disc (CD) or a digital 
versatile disc (DVD)), a smart card, a flash memory device 
( e.g., a "flash drive," a card, a stick, or a key drive), a random 
access memory (RAM), a read only memory (ROM), a 
programmable ROM (PROM), an erasable PROM 

25 (EPROM), an electrically erasable PROM (EEPROM), a 
register, a removable disk, and any other suitable medium 
for storing software and/or instructions that may be accessed 
and read by a computer. The computer-readable medium 
and/or storage 106 may also include, by way of example, a 

30 carrier wave, a transmission line, and any other suitable 
medium for transmitting software and/or instructions that 
may be accessed and read by a computer. Computer-read­
able medium and/or the storage 106 may reside in the 
processing circuit 102, in the processor 104, external to the 

35 processing circuit 102, or be distributed across multiple 
entities including the processing circuit 102. The computer­
readable medium and/or storage 106 may be embodied in a 
computer program product. By way of example, a computer 
program product may include a computer-readable medium be implemented with a bus architecture, represented gener­

ally by the bus 110. The bus 110 may include any number of 
interconnecting buses and bridges depending on the specific 
application of the processing circuit 102 and the overall 
design constraints. The bus 110 links together various cir­
cuits including the one or more processors 104, and storage 
106. Storage 106 may include memory devices and mass 45 

storage devices, and may be referred to herein as computer­
readable media. The bus 110 may also link various other 
circuits such as timing sources, timers, peripherals, voltage 
regulators, and power management circuits. A bus interface 
108 may provide an interface between the bus 110 and one 

40 in packaging materials. Those skilled in the art will recog­
nize how best to implement the described functionality 
presented throughout this disclosure depending on the par­
ticular application and the overall design constraints 
imposed on the overall system. 

The storage 106 may maintain software maintained and/or 
organized in loadable code segments, modules, applications, 
programs, etc., which may be referred to herein as software 
modules 116. Each of the software modules 116 may include 
instructions and data that, when installed or loaded on the 

50 processing circuit 102 and executed by the one or more 
processors 104, contribute to a run-time image 114 that 
controls the operation of the one or more processors 104. 
When executed, certain instructions may cause the process­
ing circuit 102 to perform functions in accordance with 

or more transceivers 112. A transceiver 112 may be provided 
for each networking technology supported by the processing 
circuit. In some instances, multiple networking technologies 
may share some or all of the circuitry or processing modules 
found in a transceiver 112. Each transceiver 112 provides a 
means for communicating with various other apparatus over 
a transmission medium. Depending upon the nature of the 
apparatus, a user interface 118 ( e.g., keypad, display, 
speaker, microphone, joystick) may also be provided, and 
may be communicatively coupled to the bus 110 directly or 
through a bus interface 108. 

A processor 104 may be responsible for managing the bus 
110 and for general processing that may include the execu­
tion of software stored in a computer-readable medium that 
may include the storage 106. In this respect, the processing 
circuit 102, including the processor 104, may be used to 
implement any of the methods, functions and techniques 

55 certain methods, algorithms and processes described herein. 
Some of the software modules 116 may be loaded during 

initialization of the processing circuit 102, and these soft­
ware modules 116 may configure the processing circuit 102 
to enable performance of the various functions disclosed 

60 herein. For example, some software modules 116 may 
configure internal devices and/or logic circuits 122 of the 
processor 104, and may manage access to external devices 
such as the transceiver 112, the bus interface 108, the user 
interface 118, timers, mathematical coprocessors, and so on. 

65 The software modules 116 may include a control program 
and/or an operating system that interacts with interrupt 
handlers and device drivers, and that controls access to 
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various resources provided by the processing circuit 102. 
The resources may include memory, processing time, access 
to the transceiver, the user interface 118, and so on. 

8 
apparatus serving each cell. A radio transceiver apparatus is 
commonly referred to as a Node B in UMTS applications, 
but may also be referred to by those skilled in the art as a 
base station (BS), a base transceiver station (BTS), a radio 
base station, a radio transceiver, a transceiver function, a 
basic service set (BSS), an extended service set (ESS), an 
access point (AP), or some other suitable terminology. For 
clarity, three Node Bs 208 are shown in each depicted RNS 
207; however, the RNSs 207 may include any number of 

One or more processors 104 of the processing circuit 102 
may be multifunctional, whereby some of the software 5 

modules 116 are loaded and configured to perform different 
functions or different instances of the same function. The 
one or more processors 104 may additionally be adapted to 
manage background tasks initiated in response to inputs 
from the user interface 118, the transceiver 112, and device 
drivers, for example. To support the performance of multiple 
functions, the one or more processors 104 may be configured 

10 wireless Node Bs 208. The Node Bs 208 provide wireless 
access points to a core network 204 for any number of 
mobile apparatuses. Examples of a mobile apparatus include 
a cellular phone, a smart phone, a session initiation protocol 
(SIP) phone, a laptop, a notebook, a netbook, a smartbook, 

to provide a multitasking environment, whereby each of a 
plurality of functions is implemented as a set of tasks 
serviced by the one or more processors 104 as needed or 
desired. In one example, the multitasking environment may 
be implemented using a timesharing program 120 that 
passes control of a processor 104 between different tasks, 
whereby each task returns control of the one or more 
processors 104 to the timesharing program 120 upon 
completion of any outstanding operations and/or in response 
to an input such as an interrupt. When a task has control of 
the one or more processors 104, the processing circuit is 
effectively specialized for the purposes addressed by the 
function associated with the controlling task. The timeshar­
ing program 120 may include an operating system, a main 
loop that transfers control on a round-robin basis, a function 
that allocates control of the one or more processors 104 in 
accordance with a prioritization of the functions, and/or an 
interrupt driven main loop that responds to external events 
by providing control of the one or more processors 104 to a 
handling function. 
Examples of Wireless Telecommunications Networking 

The various concepts presented throughout this disclosure 
may be applicable to a broad variety of telecommunication 
systems, network architectures, and communication stan­
dards. In particular, a communication network range exten­
sion hub may receive messages from a client device that may 
be embodied in a mobile wireless communications device. 
The messages may be transmitted through packet data 
services obtained through a wireless access network, and 
through the Internet or another public or private data net­
work. 

15 a personal digital assistant (PDA), a satellite radio, a global 
positioning system (GPS) device, a multimedia device, a 
video device, a digital audio player (e.g., MP3 player), a 
camera, a game console, a wearable computing device (e.g., 
a smartwatch, a health or fitness tracker, etc.), an appliance, 

20 a sensor, a vending machine, or any other similar function­
ing device. 

The mobile apparatus is commonly referred to as user 
equipment or UE 210 in UMTS applications, but may also 
be referred to by those skilled in the art as a mobile station 

25 (MS), a subscriber station, a mobile unit, a subscriber unit, 
a wireless unit, a remote unit, a mobile device, a wireless 
device, a wireless communications device, a remote device, 
a mobile subscriber station, an access terminal (AT), a 
mobile terminal, a wireless terminal, a remote terminal, a 

30 handset, a terminal, a user agent, a mobile client, a client, or 
some other suitable terminology. In a UMTS, the UE 210 
may further include a universal subscriber identity module 
(USIM) 211, which contains a user's subscription informa­
tion to a network. The UE 210 may include a plurality of 

35 USIMs 211. For illustrative purposes, one UE 210 is shown 
in communication with a number of the Node Bs 208. The 
downlink (DL), also called the forward link, refers to the 
communication link from a Node B 208 to a UE 210 and the 
uplink (UL), also called the reverse link, refers to the 

40 communication link from a UE 210 to a Node B 208. 
The core network 204 can interface with one or more 

access networks, such as the UTRAN 202. As shown, the 
core network 204 is a UMTS core network. However, as 
those skilled in the art will recognize, the various concepts 

45 presented throughout this disclosure may be implemented in 
a RAN, or other suitable access network, to provide UEs 210 
with access to types of core networks other than UMTS core 
networks 204. 

FIG. 2 illustrates one example of a wireless networking 
environment, among the various possible examples. In the 
example depicted, various aspects of the present disclosure 
are illustrated with reference to a Universal Mobile Tele­
communications System (UMTS) 200. A UMTS 200 
includes three interacting domains: a core network 204, a 
RAN ( e.g., the UTRAN) 202, and a UE 210. Among several 
options available for the illustrated example, the UTRAN 
202 may employ a W-CDMA air interface for enabling 
various wireless services including telephony, video, data, 
messaging, broadcasts, and/or other services. The UTRAN 
202 may include a plurality of Radio Network Subsystems 55 

(RNSs) 207, each controlled by a respective Radio Network 
Controller (RNC) 206. Here, the UTRAN 202 may include 
any number of RNCs 206 and RNSs 207 in addition to the 
illustrated RNCs 206 and RNSs 207. The RNC 206 is an 
apparatus responsible for, among other things, assigning, 60 

reconfiguring, and releasing radio resources within the RNS 
207. The RNC 206 may be interconnected to other RNCs 
(not shown) in the UTRAN 202 through various types of 
interfaces such as a direct physical connection, a virtual 
network, or the like using any suitable transport network. 

The illustrated UMTS core network 204 includes a cir-
50 cuit-switched (CS) domain and a packet-switched (PS) 

domain. Some of the circuit-switched elements are a Mobile 
services Switching Centre (MSC), a Visitor Location Reg­
ister (VLR), and a Gateway MSC (GMSC). Packet-switched 
elements include a Serving GPRS Support Node (SGSN) 
and a Gateway GPRS Support Node (GGSN). Some net­
work elements, such as Equipment Identity Register (EIR), 
a VLR, a home location register (HLR), and/or an authen­
tication center (AuC) may be shared by both of the circuit­
switched and packet-switched domains. 

In the illustrated example, the core network 204 supports 
circuit-switched services with a MSC 212 and a GMSC 214. 
In some applications, the GMSC 214 may be referred to as 
a media gateway (MGW). One or more RNCs 206 may be 
connected to the MSC 212. The MSC 212 is an apparatus 

65 that controls call setup, call routing, and UE mobility 
functions. The MSC 212 also includes a VLR that contains The geographic region covered by the RNS 207 may be 

divided into a number of cells, with a radio transceiver subscriber-related information for the duration that a UE 210 
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is in the coverage area of the MSC 212. The GMSC 214 
provides a gateway through the MSC 212 for the UE 210 to 
access a circuit-switched network 216. The GMSC 214 

10 
306 may be connected to the other eNBs 308 through a 
backhaul interface. The eNB 306 may also be referred to by 
those skilled in the art as a base station, a base transceiver 

includes an HLR 215 containing subscriber data, such as the 
data reflecting the details of the services to which a particu- 5 

lar user has subscribed. The HLR 215 is also associated with 

station, a radio base station, a radio transceiver, a transceiver 
function, a basic service set (BSS), an extended service set 
(ESS), or some other suitable terminology. The eNB 306 

anAuC that contains subscriber-specific authentication data. 
When a call is received for a particular UE 210, the GMSC 
214 queries the HLR 215 to determine the location of the UE 
210 and forwards the call to the particular MSC 212 serving 
that location. 

The illustrated core network 204 also supports packet­
switched data services with a serving GPRS support node 
(SGSN) 218 and a gateway GPRS support node (GGSN) 
220. General Packet Radio Service (GPRS) is designed to 
provide packet-data services at speeds higher than those 
available with standard circuit-switched data services. The 
GGSN 220 provides a connection for the UTRAN 202 to a 
packet-based network 222. The packet-based network 222 
may be the Internet, a private data network, or some other 
suitable packet-based network. The primary function of the 
GGSN 220 is to provide the UEs 210 with packet-based 
network connectivity. Data packets may be transferred 
between the GGSN 220 and the UEs 210 through the SGSN 
218, which performs primarily the same functions in the 
packet-based domain as the MSC 212 performs in the 
circuit-switched domain. 

The UTRAN air interface may be a spread spectrum 
Direct-Sequence Code Division Multiple Access (DS­
CDMA) system, such as one utilizing the W-CDMA stan­
dards. The spread spectrum DS-CDMA spreads user data 
through multiplication by a sequence of pseudorandom bits 
called chips. The W-CDMA air interface for the UTRAN 
202 is based on such DS-CDMA technology and addition­
ally calls for a frequency division duplexing (FDD). FDD 
uses a different carrier frequency for the uplink (UL) and 
downlink (DL) between a Node B 208 and a UE 210. 
Another air interface for UMTS that utilizes DS-CDMA, 
and uses time division duplexing (TDD), is the TD-SCDMA 
air interface. Those skilled in the art will recognize that 
although various examples described herein may refer to a 
W-CDMA air interface, the underlying principles are 
equally applicable to a TD-SCDMA air interface or any 
other suitable air interface. 

The UTRAN 202 is but one example of a RAN that may 
be utilized in accordance with the present disclosure. Other 
examples may include Long Term Evolution (LTE), which 
provides a set of enhancements to the UMTS mobile stan­
dard promulgated by the 3GPP. FIG. 3 is a diagram illus­
trating a simplified example of an LTE network architecture 
employing various apparatuses 100 (see the processing 
circuit of FIG. 1, for example). The LTE network architec­
ture may be referred to as an Evolved Packet System (EPS) 
300. The EPS 300 may include one or more user equipment 
(UE) 302, an Evolved UMTS Terrestrial Radio Access 
Network (E-UTRAN) 304, an Evolved Packet Core (EPC) 
310, a Home Subscriber Server (HSS) 320, and an Opera­
tor's IP Services 322. The EPS can interconnect with other 
access networks, but for simplicity those entities/interfaces 
are not shown. As shown, the EPS provides packet-switched 
services, however, as those skilled in the art will readily 
appreciate, the various concepts presented throughout this 
disclosure may be extended to networks providing circuit­
switched services. 

The E-UTRAN includes the evolved Node B (eNB) 306 
and other eNBs 308. The eNB 306 provides user and control 
plane protocol terminations toward the UE 302. The eNB 

provides an access point to the EPC 310 for a UE 302. 
Examples of UEs 302 include a cellular phone, a smart 
phone, a tablet, a session initiation protocol (SIP) phone, a 

10 laptop, a personal digital assistant (PDA), a satellite radio, a 
global positioning system, a multimedia device, a video 
device, a digital audio player (e.g., MP3 player), a wearable 
computing device, an appliance, a camera, a game console, 
or any other similar functioning device. The UE 302 may 

15 also be referred to by those skilled in the art as a mobile 
station, a subscriber station, a mobile unit, a subscriber unit, 
a wireless unit, a remote unit, a mobile device, a wireless 
device, a wireless communications device, a remote device, 
a mobile subscriber station, an access terminal, a mobile 

20 terminal, a wireless terminal, a remote terminal, a handset, 
a user agent, a mobile client, a client, or some other suitable 
terminology. 

The eNB 306 is connected by an Sl interface to the EPC 
310. The EPC 310 includes a Mobility Management Entity 

25 (MME) 312, other MMEs 314, a Serving Gateway 316, and 
a Packet Data Network (PDN) Gateway 318. The MME 312 
is the control node that processes the signaling between the 
UE 302 and the EPC 310. Generally, the MME 312 provides 
bearer and connection management. All user IP packets are 

30 transferred through the Serving Gateway 316, which itself is 
connected to the PDN Gateway 318. The PDN Gateway 318 
provides UE IP address allocation as well as other functions. 
The PDN Gateway 318 is connected to the Operator's IP 
Services 322. The Operator's IP Services 322 include the 

35 Internet, the Intranet, an IP Multimedia Subsystem (IMS), 
and a PS Streaming Service (PSS). 

Referring to FIG. 4, by way of example and without 
limitation, a simplified schematic illustration of a network­
ing environment 400 that includes RAN 410 that may be 

40 implemented as a UTRAN, E-UTRAN, or other such archi­
tecture. The RAN 410 may include multiple cellular regions 
(cells), including cells 402, 404, and 406, each of which may 
include one or more sectors. Cells may be defined geo­
graphically ( e.g., by coverage area) and/or may be defined in 

45 accordance with a frequency, scrambling code, etc. That is, 
the illustrated geographically-defined cells 402, 404, and 
406 may each be further divided into a plurality of cells, e.g., 
by utilizing different scrambling codes. For example, cell 
404a may utilize a first scrambling code, and cell 404b, 

50 while in the same geographic region and served by the same 
base station 444, may be distinguished by utilizing a second 
scrambling code. In one example, the base stations 442, 444 
and 446 may operate as the Node B 208 of FIG. 2. In another 
example, the base stations 442, 444 and 446 may operate as 

55 the eNB 306, 308 of FIG. 3. 
In a cell that is divided into sectors, the multiple sectors 

within a cell can be formed by groups of antennas with each 
antenna responsible for communication with UEs in a por­
tion of the cell. For example, in cell 402, antenna groups 

60 412, 414, and 416 may each correspond to a different sector. 
In cell 404, antenna groups 418, 420, and 422 may each 
correspond to a different sector. In cell 406, antenna groups 
424, 426, and 428 may each correspond to a different sector. 

The cells 402, 404, and 406 may include several UEs that 
65 may be in communication with one or more sectors of each 

cell 402, 404, or 406. For example, UEs 430 and 432 may 
be in communication with base station 442, UE 434 may be 
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in connnunication with base station 444, and UEs 436 and 
438 may be in connnunication with base station 446. Here, 
each base station 442, 444, and 446 may be configured to 
provide an access point to a core network 204 (see FIG. 2) 
for all the UEs 430, 432, 434, 436, and 438 in the respective 5 

cells 402, 404, and 406. 
FIG. 5 is a block diagram illustrating an example of a base 

station 510 in connnunication with a UE 550, where the base 
station 510 may be the base station 208 in FIG. 2 or an eNB 
306, 308 in FIG. 3, and the UE 550 may be the UE 210 in 10 

FIG. 2 or the UE 302 in FIG. 3. Each of the base station 510 

12 
running in the UE 550 and/or various user interfaces (e.g., 
a display). Control signals carried by successfully decoded 
frames are provided to a controller/processor 590. When 
frames are unsuccessfully decoded by the receiver processor 
570, the controller/processor 590 may also use an acknowl­
edgement (ACK) and/or negative acknowledgement 
(NACK) protocol to support retransmission requests for 
those frames. 

In the uplink, data from a data source 578 in the UE 550, 
and control signals from the controller/processor 590 are 
provided to a transmit processor 580. The data source 578 
may represent applications running in the UE 550 and 
various user interfaces ( e.g., keyboard). Similar to the func­
tionality described in connection with the downlink trans-

and the UE 550 may include one or more processing circuits 
such as the processing circuit 102 of FIG. 1. In the downlink 
communication, a transmit processor 520 of the base station 
510 may receive data from a data source 512 and control 
signals from a controller/processor 540. The transmit pro­
cessor 520 provides various signal processing functions for 
the data and control signals, as well as reference signals 

15 mission by the base station 510, the transmit processor 580 
provides various signal processing functions including CRC 
codes, coding and interleaving to facilitate FEC, mapping to 
signal constellations, spreading with OVSFs, and scram­
bling to produce a series of symbols. Channel estimates, ( e.g., pilot signals). For example, the transmit processor 520 

may provide cyclic redundancy check (CRC) codes for error 
detection, coding and interleaving to facilitate forward error 
correction (FEC), mapping to signal constellations based on 
various modulation schemes (e.g., binary phase-shift keying 
(BPSK), quadrature phase-shift keying (QPSK), M-phase­
shift keying (M-PSK), M-quadrature amplitude modulation 
(M-QAM), and the like), spreading with orthogonal variable 
spreading factors (OVSF), and multiplying with scrambling 
codes to produce a series of symbols. Channel estimates 
from a channel processor 544 may be used by the controller/ 
processor 540 to determine the coding, modulation, spread­
ing, and/or scrambling schemes for the transmit processor 
520. These channel estimates may be derived from a refer­
ence signal transmitted by the UE 550 or from feedback 
from the UE 550. The symbols generated by the transmit 
processor 520 are provided to a transmit frame processor 35 

530 to create a frame structure. The transmit frame processor 
530 creates this frame structure by multiplexing the symbols 
with information from the controller/processor 540, result­
ing in a series of frames. The frames are then provided to a 
transmitter 532, which provides various signal conditioning 40 

functions including amplifying, filtering, and modulating the 
frames onto a carrier for downlink transmission over the 
wireless medium through antenna 534. The antenna 534 may 
include one or more antennas, for example, including beam 
steering bidirectional adaptive antenna arrays or other simi- 45 

lar beam technologies. 

20 derived by the channel processor 594 from a reference signal 
transmitted by the base station 510 or from feedback con­
tained in a midamble transmitted by the base station 510, 
may be used to select the appropriate coding, modulation, 
spreading, and/or scrambling schemes. The symbols pro-

25 duced by the transmit processor 580 may be provided to a 
transmit frame processor 582 to create a frame structure. The 
transmit frame processor 582 creates this frame structure by 
multiplexing the symbols with information from the con­
troller/processor 590, resulting in a series of frames. The 

30 frames are then provided to a transmitter 556, which pro­
vides various signal conditioning functions including ampli­
fication, filtering, and modulating the frames onto a carrier 
for uplink transmission over the wireless medium through 
the antenna 552. 

At the UE 550, a receiver 554 receives the downlink 
transmission through an antenna 552 and processes the 
transmission to recover the information modulated onto the 
carrier. The information recovered by the receiver 554 is 50 

provided to a receive frame processor 560, which parses 
each frame, and provides information from the frames to a 
channel processor 594 and the data, control, and reference 
signals to a receive processor 570. The receive processor 
570 then performs the inverse of the processing performed 55 

by the transmit processor 520 in the base station 510. More 
specifically, the receive processor 570 descrambles and 
despreads the symbols, and then determines the most likely 
signal constellation points transmitted by the base station 
510 based on the modulation scheme. These soft decisions 60 

may be based on channel estimates computed by the channel 
processor 594. The soft decisions are then decoded and 
deinterleaved to recover the data, control, and reference 
signals. The CRC codes are then checked to determine 
whether the frames were successfully decoded. The data 65 

carried by the successfully decoded frames will then be 
provided to a data sink 572, which represents applications 

The uplink transmission is processed at the base station 
510 in a manner similar to that described in connection with 
the receiver function at the UE 550. A receiver 535 receives 
the uplink transmission through the antenna 534 and pro­
cesses the transmission to recover the information modu-
lated onto the carrier. The information recovered by the 
receiver 535 is provided to a receive frame processor 536, 
which parses each frame, and provides information from the 
frames to the channel processor 544 and the data, control, 
and reference signals to a receive processor 538. The receive 
processor 538 performs the inverse of the processing per­
formed by the transmit processor 580 in the UE 550. The 
data and control signals carried by the successfully decoded 
frames may then be provided to a data sink 539 and the 
controller/processor, respectively. If some of the frames 
were unsuccessfully decoded by the receive processor, the 
controller/processor 540 may use an acknowledgement 
(ACK) and/or negative acknowledgement (NACK) protocol 
to support retransmission requests for those frames. 

The controller/processors 540 and 590 may be used to 
direct the operation at the base station 510 and the UE 550, 
respectively. For example, the controller/processors 540 and 
590 may provide various functions including timing, periph­
eral interfaces, voltage regulation, power management, and 
other control functions. The computer readable media of 
memories 542 and 592 may store data and software for the 
base station 510 and the UE 550, respectively. A scheduler/ 
processor 546 at the base station 510 may be used to allocate 
resources to UEs and schedule downlink and uplink trans­
missions for the UEs. 

In a wireless telecommunication system, the connnuni­
cation protocol architecture may take on various forms 
depending on the particular application. For example, in a 
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are synchronized to a common clock and hopping sequence. 
The common clock for a piconet may be derived from a 
clock generated used by a Bluetooth transceiver in a master 
device in the piconet. The hopping sequence may be derived 

3GPP UMTS, the signaling protocol stack is divided into a 
Non-Access Stratum (NAS) and an Access Stratum (AS). 
The NAS provides the upper layers for signaling between 
the UE 210 and the core network 204 (referring to FIG. 2), 
and may include circuit switched and packet switched 
protocols. The AS provides the lower layers for signaling 
between the UTRAN 202 and the UE 210, and may include 

5 from the master device clock and a Bluetooth device address 
corresponding to the master device. The other devices in a 
piconet may be referred to as slave devices for the piconet. 

In the example in FIG. 6, three piconets 602, 612 and 620 
are defined. A first master device (Device A) 604 is associ-

a user plane and a control plane. Here, the user plane or data 
plane carries user traffic, while the control plane carries 
control information (i.e., signaling). 
Examples of Range-limited Wireless Communications 
Technologies 

10 ated with a first piconet (Piconet A) 602, a second master 
device (Device E) 614 is associated with a second piconet 
(Piconet E) 612, and a third master device (Device F) 616 is 
associated with in a third piconet (Piconet F) 620. It will be Certain aspects of the present disclosure relate to a UE 

510 that is adapted to support communication technologies 
used for interfacing with other devices that are physically in 15 

close proximity to the UE 510. Examples of such commu­
nication technologies may be based on, for example, Blu­
etooth communication standards, near field communication 
(NFC) protocols and data exchange formats, and other 
wireless technologies including technologies defined in 20 

WLAN standards (including the IEEE 802.11 standards for 
Wi-Fi networks), and wireless personal area network 
(WPAN) standards. Some of these technologies, including 
Bluetooth and NFC, are conventionally used for short-range 
communications, typically in applications that include low 25 

power consumption devices. 

appreciated that Device F 616 serves as a master device in 
Piconet F 620 and is a slave device in Piconet E 612. One 
device (Device C) 610 is a slave device in Piconet A 602 and 
Piconet E 612. Piconet A includes 3 slave devices 606, 608 
and 610. 

The three piconets 602, 612 and 620 may coexist in a 
common physical location. Each piconet 602, 612 or 620 
employs a different physical channel from the other piconets 
602, 612, 620, using a different master device 604, 614, or 
616 to provide a piconet clock and hopping sequence used 
by the devices 604, 606, 608, 610, 614, 616, and/or 618 in 
the piconet 602, 612, 620. The frequency hopping pattern 
may be algorithmically determined from certain fields in the 
Bluetooth address and the clock of the master device 604, 
614, 616. In one example, the hopping pattern is derived 
from a pseudorandom ordering of frequencies in the ISM 
band. The physical channel of a piconet may be sub-divided 
in time as slots, and data packets may be transmitted in these 
slots. A number of consecutive slots may be allocated to a 
single packet. A physical link may be formed within the 
physical charmel to support communications between pairs 
of devices 604, 606, 608, 610, 614, 616, and/or 618. The 
physical link may be used as a transport for one or more 
logical links that support unicast synchronous, asynchronous 
and isochronous traffic, and/or broadcast traffic. Traffic on 
logical links may be multiplexed onto the physical link by 

NFC and Bluetooth are both short-range communication 
technologies that can provide low-energy communications 
interfaces for devices that are wirelessly monitored or con­
trolled. NFC and Bluetooth may be integrated into wireless 30 

mobile devices. NFC typically operates at slower speeds 
than Bluetooth, but may consume considerably less power 
and can provide a less complex method of association 
between devices. The maximum data transfer rate of NFC 
may be less than 0.5 Mbit/s, whereas some Bluetooth 35 

devices may exchange data at rates of 2.1 1 Megabit per 
second (Mbit/s). NFC may have a shorter range than Blu­
etooth. In some instances, NFC is limited to a range of less 
than 20 cm, whereas certain Bluetooth implementations 
have a range of up to 100 meters. 40 occupying slots assigned by a scheduling function in a 

NFC provides short-range wireless technologies and pro­
tocols for communicating over distances in the order of 10 
cm or less. The NFC air interface operates at a radio 
frequency of 13.56 MHz and can transmit data at rates 
ranging from 106 Kbit/s to 424 Kbit/s. An NFC initiator 45 

generates a radio frequency (RF) field that is usable for 
powering certain passive targets. When NFC peer-to-peer 
communication is desired, both devices involved in the 
communication are typically powered. 

The Bluetooth RF interface (physical layer) operates in 50 

the unlicensed ISM band at 2.4 GHz. The physical layer may 
include a frequency-hop transceiver, and RF signaling 
employs shaped, binary frequency modulation (FM) to 
minimize transceiver complexity. Data exchanges may be 
handled at bit rates of between 1 Mb/sand 3 Mb/s for a Basic 55 

resource manager. 
Control information in accordance with control protocols 

for the baseband and physical layers may be carried over 
logical links in addition to user data. The control protocols 
may include a link manager protocol (LMP). Devices 604, 
606, 608, 610, 614, 616, and/or 618 that are active in a 
piconet may be configured for a default asynchronous con­
nection-oriented logical transport that is used to transport the 
LMP protocol signaling and other logical transports may be 
created to transport synchronous data streams as needed. A 
Link Manager function may use LMP to control the opera-
tion of devices 604, 606, 608, 610, 614, 616, and/or 618 in 
the piconet and provide services to manage radio layer and 
baseband protocol layers. 

AB!uetooth device 604, 606, 608, 610, 614, 616, 618 may 
be said to be connected to a physical charmel when syn­
chronized to the timing, frequency and access code of the 
physical channel, whether or not the Bluetooth device 604, 
606, 608, 610, 614, 616, 618 is actively communicating over 

Rate mode and an Enhanced Data Rate mode, respectively. 
In operation, a physical radio channel is shared by a group 
of devices that are synchronized to a common clock and 
frequency-hopping pattern. One device provides the syn­
chronization reference and is known as the master. All other 
devices are known as slaves. A group of devices synchro­
nized in this fashion form a piconet. 

FIG. 6 is a block diagram illustrating an example of a 
Bluetooth networking environment 600. Bluetooth links are 
formed within the context of a piconet. A piconet includes of 
two or more devices that occupy the same physical charmel. 
Devices may occupy the same physical charmel when they 

60 the charmel. Conventionally, a Bluetooth device 604, 606, 
608, 610, 614, 616, 618 is capable of connecting to a single 
physical charmel at any time. Bluetooth devices 610, 616 
may participate concurrently in two or more piconets 602, 
612, and/or 620 using time-division multiplexing. A Blu-

65 etooth master device 604, 614 and/or 616 may not serve as 
a master device on more than one piconet 602, 612, 620 
although a Bluetooth device 604, 606, 608, 610, 614, 616, 
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618 may operate as a slave in multiple independent piconets 
602, 612, 620. A Bluetooth device 610, 616 that is a member 
of two or more piconets 602, 612, and/or 620 may be said 

16 
based on the transmission control protocol (TCP)/Internet 
protocol (IP) commonly used for Internet-based communi­
cations. 

FIG. 7 is a block diagram simplified showing a simplified to be involved in a scatternet. Conventionally, scatternets do 
not support network routing. The lack of routing capabilities 
and limited operational range of Bluetooth transmitters may 
present an impediment in systems where remote access to 
Bluetooth devices is desired. For example, it may be desir­
able to directly control or monitor sensors and other devices 
from a remote location, including from a mobile communi­
cations device that may be located proximate to the Blu­
etooth devices on some occasions and located remotely from 
the Bluetooth devices on other occasions. 

5 protocol stack 700 based on the TCP/IP suite. Four layers 
702, 704, 706, and 708 of the protocol stack 700 are 
depicted, and the interfaces 710a, 710b, and/or 710c 
between layers 702, 704, 706, and 708 may be defined by 
standards, including various standards promulgated by the 

10 Institute of Electrical and Electronic Engineers. 
A Link or Network layer 702 may provide one or more 

network interfaces 712a, 712b, and 712c that each support 
a physical transmission medium and corresponding signal­
ing for the medium. In one example, a local area network 

Wi-Fi may provide wireless connections using radio tech­
nologies operating at 2.4 GHz ultra high frequency (UHF) 
and/or at 5 GHz super-high frequency (SHF). A broad 
variety of devices may be equipped to support Wi-Fi includ­
ing, for example, personal computers, gaming consoles, 
smartphones, digital cameras, tablet computers audio/visual 
media players, appliances, vending machines, sensors, and 

15 (LAN) interface may support communications over a wired 
Ethernet network. In another example, a WLAN interface 
712b may provide support for a radio interface used for 
Wi-Fi communications. In another example, a WAN net­
work interface 712c may provide an interface with a wired 

20 network or a wireless network such as a W-CDMA wireless 

so on. Devices may connect to the WLAN through an access 
point, which may have a range of about 35-75 meters 
indoors. In some instances, this range may be doubled when 
the WLAN is deployed outdoors such that line-of-sight 25 

obstructions are reduced or eliminated. 
The communications range ofWi-Fi technologies may be 

limited by design or configuration. In some instances, a 
WLAN network employing Wi-Fi technologies may provide 
local devices with wireless access to a wide area networking 30 

environment, including access to a public network such as 
the Internet, for example. In other instances, WLAN net­
works may be range-limited by design or configuration. For 
example, a WLAN in commercial or residential premises 

35 
may be deployed without connectivity to external networks 
such that external devices or systems located outside the 
premises are prevented from directly and/or indirectly 
addressing internal devices located within the premises. In 
this regard, the WLAN has a limited range that may be 40 

determined as the transmission range of devices employing 
Wi-Fi technology to connect to the WLAN. 

Power-line communication technologies may be 
employed to transmit data on a conductor that is also used 
simultaneously for electric power transmission. Power-line 45 

communication may employ Ethernet protocols (Power-line 
Ethernet), which may have a range that is limited to a single 
building, portion of a building and/or to a single circuit or 
phase of the power supply. A modulated carrier signal may 

network or an LTE wireless network. 
An Internet layer 704 defines addressing 714a and routing 

714b procedures used for transmitting packets of data over 
a TCP/IP based network. The Internet layer 704 provides 
internetworking between devices on the network. The Inter­
net layer 704 includes an IP protocol 714a that handles 
addressing of devices using IP addresses, for example. The 
Internet layer 704 operates to forward packets to a next node 
along a path to a final destination. 

The Transport layer 706 provides one or more services 
716a, 716b that manage communications between end 
devices, regardless of the underlying network technology 
used to direct and transmit data. In one example, the 
Transport layer 706 includes a TCP service 716a that 
provides flow-control, connection establishment, and reli­
able data transmission. The TCP service 716a may include 
a variety of protocols, including Hypertext Transfer Protocol 
(HTTP), Hypertext Transfer Protocol Secure (HTTPS), 
Simple Mail Transfer Protocol (SMTP), Post Office Protocol 
(POP), Internet Message Access Protocol (IMAP), Secure 
Shell (SSH), File Transfer Protocol (FTP), and Telnet. The 
Transport layer 706 may also include a User Datagram 
Protocol (UDP) service that provides unreliable data trans­
m1ss10n. 

The Application layer 708 provides a platform from 
which higher-level processes and applications can avail of 
the services provided by the underlying Transport layer 706 
and, in some instances, lower layers 702, 704. Data passed 
from the application layer may be assembled into protocol 
data units (PDUs) at each layer 702, 704, 706, and/or 708 of 
the protocol stack. A PDU may be considered to be a unit of 
data specified by a protocol of a layer 702, 704, 706, 708 in 
the protocol stack 700 and may include control information 
and/or user data associated with the layer 702, 704, 706, 708. 

be transmitted on the same wire or wires that carry power to 50 

a device such as a smart bulb or smart appliance. Devices 
connected to the power supply may be equipped with filters, 
modulators, demodulators, encoders and decoders that 
enable the device to transmit and receive data through its 
power supply. 55 PDUs may include packets, from a first layer 702, 704, 706, 

or 708 encapsulated with control and/or addressing infor­
mation from a second, lower layer 702, 704, 706, or 708. 
Systems For Communication Network Range Extension 

Example Of A Protocol Used For Communication Range 
Extension 

According to certain aspects disclosed herein, an inter­
mediate relay node or hub may be deployed to serve as a 
translator between network technologies, thereby allowing 
client device to access remote devices that communicate 
using Bluetooth, NFC or other short-range networking tech­
nology. The relay node may be configurable or adaptable for 
communicating using a wireless technology such as 
W-CDMA, LTE, WLAN, etc. In many instances, the relay 
node may connect client devices to remote devices using 
commonly-supported protocols, including protocols suites 

FIG. 8 is a schematic drawing illustrating a simplified 
60 example of a system 800 for communication network range 

extension according to certain aspects disclosed herein. In 
the example, one or more client devices 802, 804 may 
communicate with one or more remote devices 822, 824, 
826 including when the client device 802, 804 is located 

65 beyond the range of the communications networks of the 
remote devices 822, 824, 826. The remote devices 822, 824, 
826 may communicate using a range-limited wireless net-
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working technology. In some instances, a range-limited 
wireless networking technology may be employ a commu­
nications technology that has limited physical range such as 
Bluetooth, NFC technologies or another short-range wire­
less technology. In other instances, the a range-limited 
wireless networking technology may employ a networking 
technology that has wide-area networking capability, but has 
been deployed in a range-limited network by design and/or 
by preference. For example, a WLAN employing Wi-Fi may 
have a radio range measured in hundreds of meters and may 
be inherently capable of integration in a wide-area network 
using IEEE 802.11 protocols, but the WLAN may be con­
figured to block direct communication between remote 
devices 822, 824, 826 and devices that are not directly 
connected to the WLAN. In at least some instances, the 
remote devices 822, 824, 826 may be configured to refrain 
from communicating with, and to reject requests for com­
munications from devices that are not directly connected to 
the WLAN. 

According to certain aspects disclosed herein, the client 
devices 802, 804 may be provided with indirect access to the 
remote devices 822, 824, 826 using a hub 812, 814, and/or 
816 that is collocated with one or more of the remote devices 
822, 824, 826. The hub 812, 814, 816 may be physically 
located within radio communication range of at least one of 
the remote devices 822, 824, 826. In some instances, a hub 
816 may communicate with a remote device 822, 824, 826 
through a repeater 834 that is physically located within radio 
communication range of the remote device 822, 824, 826. In 
some instances, a hub 812, 814, 816 may be considered to 
have direct or indirect access to a remote device 822, 824, 
826 when it is capable of establishing communications with 
the remote device 822, 824, or 826 using the range-limited 
communication method supported by the a remote device 
822, 824, 826. 

A hub 812, 814 and/or 816 may be a standalone device 
that has a first network interface for directly communicating 
818, 820, 830 with one or more remote devices 822, 824, 
826 using short-range RF communications technology such 
as Bluetooth or NFC. The hub 822, 824, 826 may have a 
second network interface that is capable of connecting to a 
larger networking environment through one or more local 
area networks 806, 810 and/or a wide area network 808, 836. 
In some instances, a hub 816 may cooperate with a repeater 
device 834 that is collocated with a remote device 822, 824, 
826 and that communicates with the hub 816 through a 
wired or wireless connection 832. In one example, a Blu­
etooth repeater 834 may be configured to communicate 
through its power supply using Power-line Ethernet 832 to 
pass messages between the hub 816 and target device 826. 
In the latter example, the hub 816 need not communicate 
directly with the target device 826. 

18 
protocol as the hub 812, 184. In the example of a TCP based 
hub 812, 814, 816, the client device 822, 824, and/or 826 
may include a desktop computer, a cellular phone, a smart 
phone, a SIP phone, a laptop, a notebook, a netbook, a 

5 smartbook, a PDA, a satellite radio, a GPS device, a mul­
timedia device, a video device, a digital audio player (e.g., 
MP3 player), a camera, a game console, a wearable com­
puting device ( e.g., a smartwatch, a health or fitness tracker, 
etc.), an appliance, a vending machine, an environmental 

10 control system ( e.g. a thermostat), an audio or video remote 
control, a vehicle control system or any other similar func­
tioning device. 

A client device 802, 804 may communicate with a remote 
device 822, 824, or 826 when out of range by transmitting 

15 a message over one or more networks 806, 808, 810, 836 to 
a hub 812 or 814. The hub 812, 814, 816 may receive and 
decode the message in order to determine a remote device 
822, 824, 826 to which the message is directed. In one 
example, the message may include one or more packets for 

20 transmission to the targeted remote device 822 or 824 using 
a short-range wireless technology. The hub 812, 814, 816 
may establish a connection with the targeted remote device 
822, 824, 826 using information maintained by the hub 812 
or 814 regarding previously registered remote devices 822, 

25 824, 826. 
The hub 812, 814, 816 may be configured or adapted to 

communicate over a network that operates in accordance 
with certain layers 702, 704, 706, and/or 708 of a protocol 
suite 700 based on TCP/IP (see FIG. 7). The hub 812, 814, 

30 816 may provide TCP services 716a as defined by the 
Transport layer 706, and one or more lower layers 702, 704 
may be adapted for the networking technology employed in 
a wide area network. The combination and configuration of 
the protocols used by the client devices 822, 824, 826 and 

35 the hubs 812, 814, 816 may be selected according to the 
network configuration employed to transport data between 
the client devices 802, 804 and the hubs 812, 814, 816. 

A first client device 802 may be configured for wireless 
communication over a RAN 836 using LTE, W-CDMA, or 

40 other wireless networking technology. The first client device 
802 may be associated with a base station 838 and core 
network that provides packet data services enabling the 
client device 802 to communicate over the Internet 808. 
Each of the hubs 812, 814, 816 may communicate over the 

45 Internet 808 through a local network 806 or 810. In one 
example, the local network 806 may provide a wired con­
nection for one or more of the hubs 812, 814. In another 
example, a WLAN 810 may provide a wireless connection 
for one or more of the hubs 812, 814, 816. The hubs 812, 

50 814,816 may establish a TCP/IP communications session on 
a local network 806 or 810 such that data can be routed 
between the hubs 812, 814, 816 and the first client device 
802 through the Internet 808 or another wide area network. 
For example, data may be routed between the first hub 812 

According to certain aspects disclosed herein, TCP/IP 
protocol suites may be adapted to provide a hub 812, 814 
that is accessible to a client device 822, 824, 826 using a 
wide-area networking protocol such as TCP. The remote 
devices 822, 824, 826 may be accessed by a hub 812, and/or 
814 using a short-range networking technology. While the 
example of TCP/IP is described herein, the hub 812, 814, 
816 may connect to any available or suitable local or wide 60 

area network using a wired or wireless network interface, 
and/or the hub 812, 814, 816 may be configured to use a 
wireless networking technology to avail of packet data 
services, including Internet-based services. A variety of 
different types of client device 822, 824, 826 may be used to 65 

connect through the hub 812, 814, 816 when the client 
device 822, 824, 826 supports the same communication 

55 and the first client device 802 through one or more wireless 
networks 836. 

A second client device 804 may be configured for wired 
or wireless communication through a local network 806 or 
810. Each of the hubs 812,814,816 may communicate over 
the Internet 808 through a local network 806 or 810. In one 
example, the local network 806 may provide a wired con­
nection for a second hub 814 and the second client device 
804 such that communication between the second hub 814 
and the second client device 804 can remain within a private 
local network 806. In another example, a WLAN 810 or 
other local network may connect the first hub 812 to the 
Internet 808. The first hub 812 may establish a TCP/IP 
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communications session on a local network 810 such that 
data can be routed between the first hub 812 and the second 
client device 806 through the Internet 808 or another wide 
area network. 

20 
In another example, a destination buffer or queue may be 
provided for each destination or target remote device 908 
and messages directed to a remote device 908 may be 
directed to the corresponding destination buffer or queue. In 

FIG. 9 is a block diagram illustrating certain aspects of 
hub 902 used in a system 900 for communication network 
range extension. The illustrated system includes a hub 902 
that may be configured to provide a client device 904 with 
access to a remote device 908, where the remote device 908 
communicates using a short-range wireless technology. The 
system 900 may be used to facilitate networked communi­
cations with one or more client devices 904. While a single 
client device 904 is illustrated in FIG. 9, any number of 
client devices 904 may be included. Similarly, while a single 
remote device 908 is shown in FIG. 9, any number ofremote 
devices 908 may be included. The client device 904 and/or 
the remote device 908 may include any type of device. For 
example, the client device 904 may be one of the client 
devices 802, 804 discussed in relation to FIG. 8, and the 
client device 904 may be implemented in one a variety of 
different types of computing devices having a processing 
circuit 100 (see FIG. 1). 

5 another example, messages may be stored in a sequential 
buffer or queue together with source and destination infor­
mation in a sequence corresponding to time of arrival at the 
hub 902. A combination of source, destination and sequen­
tial buffers or queues may be employed as desired. In some 

10 instances, a source buffer for incoming messages from the 
client device 904 may be provided in the relay node 912 with 
a destination buffer for messages received from a remote 
device 908, while a packet manager 914 or serializer 916 
may maintain a source buffer for incoming messages from 

15 the remote device 908 and a destination buffer for messages 
originating from the client device 904. 

The messages received by the relay node 912 may be 
carried in one or more packets. The relay node 912 may 
assemble a message from the packets before forwarding the 

20 message through the hub 902. Information identifying the 
source and destination of each message and/or packet in 
addition to sequence numbers of the packets may be carried 
in headers of one or more packets associated with the In some instances, the remote device 908 may be physi­

cally located remotely from the client device 904, such that 
short-range communications utilized by the remote device 25 

908 may preclude direct communication between the remote 
device 908 and the client device 904. 

In accordance with certain aspects of the disclosure, the 
hub 902 may perform a variety of functions, including 
buffering, scheduling, data translation, routing and gateway 30 

functions. The hub 902 may include the processing circuit 
100 illustrated in FIG. 1. The hub 902 may be used to 
provide a communications interface between the client 
device 904 and the remote device 908. In on example, the 
client device 904 may interface with the hub 902 using a 35 

long-range communication technology, and the remote 
device 908 may interface with the hub 902 using a short­
range communication technology. In this respect, the hub 
902 may be located within the communication range of the 
remote device 908. In some instances, the hub 902 may 40 

communicate with the remote device 908 using a repeater 
(not shown) configured to support the short-range commu­
nications utilized by the remote device 908. 

The hub 902 may facilitate or enable unidirectional or 
bidirectional communication between the client device 904 45 

and the remote device 908. The hub 902 may also serve as 
a translator between two network technologies, including 
between short-range communication and long-range com­
munication technologies. 

The hub 902 may include one or more devices or com- 50 

ponents. In the illustrated system 900, the hub 902 is shown 
as including a relay node or relay 912, a packet manager 
914, and a serializer 916. 

The hub 902 may include a relay node 912 that is 
configured to receive requests and/or messages from one or 55 

more client devices 904 using a wide area (long-range) 
communication network. The relay node 912 may be con­
figured to manage communications with multiple client 
devices and to track and organize arriving messages in 
accordance with message source and time-of-arrival at the 60 

relay node 912. The relay node 912 may be configured to 
receive and buffer messages from one or more client devices 
904 and to sort and/or buffer messages in accordance with 
the source and/or destination of the messages. In one 
example, a source buffer or queue may be provided for each 65 

source client device 904. Messages from a client device 904 
may be directed to the corresponding source buffer or queue. 

received messages. 
The hub 902 may include a packet manager 914 that is 

adapted or configured to translate incoming packets from a 
first format to a second format. The first format packets may 
be received from the client device 904 and the second format 
packets may be forwarded for transmission to the remote 
device 908 in a format consistent with the protocols gov­
erning transmission data and control over a short-range 
communications network employed by the remote device 
908. In one example, the packet manager 914 may reformat 
TCP packets received by the relay node 912 from the client 
device 904 to a format suitable for a short-range communi­
cation technology such as Bluetooth or NFC technologies. 

The packet manager 914 may also translate and/or refor­
mat packets received from the remote device 908 into a 
format suitable for transmission over a local network and/or 
wide area network to the client device 904. In various 
implementations translation and/or reformatting may 
involve packets produced at different layers of a protocol 
stack. For example, translation and/or reformatting may be 
performed at the TCP layer or the IP layer. In some 
instances, Network or Physical layer translation or refor­
matting may be performed. 

Short-range, and/or low-energy network technology 
employed by the remote device 908 may impose more 
stringent specifications for protocol data units (PDUs) asso­
ciated with short-range network protocols than on the PDUs 
associated with networking protocols used by the client 
device 904. Differences in PDU specifications may result in 
shorter packet sizes carrying lower payload data (i.e. user 
data), and a reduced set of control information, such as 
limited or eliminated error correction. Accordingly, the 
packet manager 914 may extract data and control informa-
tion by disassembling packets generated by a layer of the 
protocol stack associated with the client device 904 and 
reassemble data and control information into packets of a 
format appropriate for the short-range network technology. 
Reassembly of the data and control information may include 
address translation, translation of control information, 
removal of padding from data payloads, and packet size 
realignment. Reassembly of the data and control information 
may include generating additional information (metadata) to 
manage the transmission of individual packets or sequences 
of packets to the remote device 908. The additional infor-
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mation may include source addresses, routing information, 
message priorities, error correction codes, etc. 

The hub 902 may include a serializer 916 that is config­
ured to manage the transmission of data and control to each 
remote device 908 associated with the hub 902. The serial- 5 

izer 916 may be adapted to receive packets from the packet 
manager 914 in a format consistent with the short-range 
network protocols used by the remote device 908 that is a 
target of the transmission. For example, the packet manager 
916 may receive TCP packets from the relay node 912 and 10 

may produce a set ofB!uetooth data packets for transmission 

22 
either direction. A client device 1002, 1004 may send 
command and control messages to the remotely controlled 
devices 1012, 1014, 1016 without expectation of a response 
from the remotely controlled devices 1012, 1014, 1016. In 
one example, response may not be expected from devices 
1012, 1014, 1016 that include light bulbs, switches and other 
such devices. A remote device 1012, 1014, or 1016 that 
includes a sensor may transmit messages and alerts arbi­
trarily or in accordance with a predefined schedule. 

The hub 1010 may support a synchronous messaging 
scheme that enables one or more remote devices 1012, 1014, 
1016 to respond to commands or requests from a client 
device 1002, 1004. In one example, the hub 1010 may 
determine that an incoming message corresponds to an 

to a remote Bluetooth device 908. The serializer 916 may 
track and queue the translated packets, and may cause the 
translated packets to be transmitted to the remote Bluetooth 
device 908. The serializer 916 may be configured or adapted 
to manage communications between multiple clients 904 
and multiple remote devices 908. In this regard, the serial­
izer 916 may manage transmission of the translated packets 
to a remote device 908, receive a response, including 
acknowledgements, from the remote device 908 and provide 
the result to the packet manager 914 for reformatting and 
transmission to the appropriate client device 904 as needed. 
The serializer 916 may be configured to control and/or 
manage timing, transmission, and reception of packets to 
and from the remote device 908. 

15 active HTTPS connection with a client device 1002, 1004 
and may forward the message to the client device 1002, 
1004. In some instances, the hub 1010 may store the 
message for later transmission, in response to a poll for 
example. The hub 1010 may receive the response message 

20 from the remote device 1012, 1014, 1016 in a first format 
( e.g., Bluetooth), and may translate the response message to 
HTTPS format. The hub 1010 may log information regard­
ing the state of the sending remote device 1012, 1014, 1016. 
In some instances, the hub 1010 may insert additional 

Configurations Of Communication Network Range Exten­
sion Devices 

25 information into the HTTPS version of a message to be 
transmitted to the client device 1002, 1004. For example, the 
hub 1010 may add information identifying the type, location 
and current state of the sending remote device 1012, 1014, 
1016. 

FIG. 10 illustrates a general example of a system 1000 in 
which multiple remote or remotely controlled devices 1012, 
1014, 1016 are coupled to multiple client devices 1002, 30 

1004 through a hub 1010. The hub 1010 may be configured 
to support a TCP/IP based interface with the client devices 
1002, 1004 and may communicate with the client devices 
1002, 1004 through the Internet 1008. The hub 1010 may 
communicate with the remotely controlled devices 1012, 35 

1014, 1016 using a short-range communication technology 
such as Bluetooth or NFC, for example. In one example the 
remotely controlled devices 1012, 1014, 1016 may include 
one or more smart light bulbs. In another example, the 
remotely controlled devices 1012, 1014, 1016 may include 40 

a smart door lock. The hub enables the remotely controlled 
devices 1012, 1014, 1016 to be controlled from a device is 
that is located beyond the range of the short-range commu­
nication technology. In the example of smart light bulbs, the 
devices 1012, 1014, 1016 may conventionally be controlled 45 

using a remote control device having limited range, and the 
hub 1010 may permit a remotely located computing device 
1004 or mobile communications device 1002 to control the 
light bulbs 1012, 1014, 1016. According to certain aspects 
disclosed herein, the light bulbs 1012, 1014, 1016 may be 50 

individually controlled, or some or all of the light bulbs 
1012, 1014, 1016 may be controlled as a group. 

The hub 1010 may support communications between one 
or more client devices 1002, 1004 and one or more remote 
devices 1012, 1014, 1016. In one example, a single client 55 

device 1002 or 1004 may control and/or communicate with 
one or more remote devices 1012, 1014, 1016. In another 
example, a single remote device 1012, 1014, 1016 may 
communicate with and be controlled by multiple client 
devices 1002 and 1004. The hub 1010 may be adapted or 60 

configured to manage access between multiple client devices 
1002, 1004 and multiple remote devices 1012, 1014, and/or 
1016. 

The hub 1010 may support an asynchronous messaging 
scheme that enables one or more remote devices 1012, 1014, 
1016 to transmit messages to a client device 1002, 1004 or 
to one or more other remote devices 1012, 1014, 1016. In 
asynchronous mode, the hub 1010 may receive messages 
from the remote device 1012, 1014, 1016 that are not 
directly responsive to a request or command transmitted by 
the client device 1002, 1004. In asynchronous mode, the hub 
1010 may receive messages from the remote device 1012, 
1014, 1016 when there is no session or connection associ­
ated or established with the remote device 1012, 1014, 1016. 

In response to an asynchronous message a hub 1010 may 
store the content of the asynchronous message in nonvolatile 
storage, translate the asynchronous message, retransmit the 
asynchronous message, and/or generate a new message for 
transmission to the client device 1002, 1004 and/or to one or 
more other remote devices 1012, 1014, 1016. The asynchro-
nous message may be stored such that it can be retrieved and 
transmitted to a client device 1002, 1004 in response to a 
request or command. The asynchronous message may be 
translated from a first message format ( e.g. Bluetooth or 
NFC) to a second message format that can be transmitted 
over a wide area network. In one example, the asynchronous 
message may include an alert from a sensor or security 
device and the message or a translated version of the 
message may be translated from a Bluetooth format to a 
notification that can be pushed to one or more to the client 
devices 1002, 1004. 

The hub 1010 may respond to first message received from 
a first remote device 1012, 1014, 1016 by transmitting a 
second message to one or more other remote devices 1012, 
1014, and/or 1016. The second message may include some 
or all of the content of the first message, new content 
generated by the hub 1010, or some combination of the 
content of the first message and new content. The second The hub 1010 may support unidirectional and/or bidirec­

tional communications between one or more client devices 
1002, 1004 and one or more remote devices 1012, 1014, 
1016. Unidirectional communications may be supported in 

65 message may be sent to a group of remote devices 1012, 
1014, 1016 that are of the same type, perform similar 
functions or have some other common characteristic or 
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cause for grouping. In one example, a first remote device 
1012, 1014 or 1016 may be a sensor or smart light bulb that 
asynchronously transits the first message as a trigger to 
activate or deactivate light bulbs in an automatic lighting 
system. For example, the first message may include infor­
mation identifying a current ambient light level, a threshold 
crossing of an ambient light level, motion detection, a 
manual override, etc. The hub 1010 may rebroadcast the first 
message to other light bulbs that are elements of the auto­
matic lighting system. In this manner, a message transmitted 
by a sensor may be broadcast across a large area regardless 
of the radio communication range of the sensor and/or the 
individual remote devices 1012, 1014, 1016 in the automatic 
lighting system. The hub 1010 may be configured to prevent 
an endless loop of messages by maintaining and using 
information that may identify and track messages that are 
rebroadcast by the hub 1010 and other hubs. For example, 
the hub 1010 may maintain information related to address 
information identifying the remote devices 1012, 1014, 1016 
that sent the first message, information identifying one or 
more retransmitting hubs, and/or information identifying the 
age of the content of such messages. Identifying information 
may be appended to content of the second message that is 
transmitted by the hub 1010. 

24 
1108 for the packets 1110 and 1120. The relay node 1112 
may then pass identified packets 1118 and 1122 to the packet 
manager 1114 with information that may include informa­
tion identifying source and destination of the packets 1110 or 

5 1120, other routing information associated with the packets 
1110 and/or 1120, and time of arrival of each packet in the 
sets of packets 1110, 1120. The packet manager 1114 may 
disassemble packets 1118, 1122 received from the relay 
node in accordance with a protocol used by the client 

10 devices 1104a, 1104b to transmit the packets, and may then 
generate packets appropriate for the communications proto­
cols used by the remote device 1108. In one example, the 
packet manager 1114 may disassemble TCP packets 1118 

15 
and/or 1122 corresponding to one or more of the client 
devices 1104a and/or 1104b, and may then generate Blu­
etooth data packets 1124 for transmission to the remote 
device 1108. In some instances, the Bluetooth packets 1124 
may be provided to the serializer in a single stream, queue 

20 or buffer (as depicted) in an order based on time of arrival 
at the hub 1102, and the combined packets 1124 may be 
transmitted with source, destination and other information 
characterizing the message to be sent to the remote device 
1108. In some instances, packets 1122 and 1118 may be 

25 translated by the packet manager 1114 to PDUs for trans­
mission to the remote device 1108, where PDUs carrying 
messages from different client devices 1104a, 1104b are 
provided to the serializer 1116 in different streams, queues 

In FIG. 10, the remote devices 1012, 1014, 1016 may 
include at least some devices that are the same make or 
model and/or that perform the same or similar functions. In 
one example, the remote devices 1012, 1014, and/or 1016 
may include door locks that are locked and/or unlocked 
when an NFC device proximately located to a lock provides 30 

authentication matching a lock to be opened. The latter 
example may apply to a system for providing access to a 
home, to a hotel room, an office building, an automobile, etc. 

or buffers. 
The serializer 1116 may adapted or configured to separate 

PDUs, including Bluetooth data packets for example, into a 
set of PDU s or packets 1126 that includes sub-sequences of 
PDUs or packets 1126a, 1126b separated according to In this example, a hub 1010 may support a large number of 

remote devices 1012, 1014, 1016, with multiple client 
devices 1002, 1004 authorized to access each remote device 
1012, 1014, 1016, and the hub 1010 may be adapted or 
configured to manage addressing and timely delivery of 
messages transmitted by multiple client devices 1002, 1004 
to a single remote device 1012, 1014, or 1016. For example, 
two devices may send conflicting commands to a smart door 
lock or a smart light bulb. The conflicting commands may 
include lock and unlock commands sent at approximately 
the same time to a smart door lock, or ON, OFF, change 
color and/or DIM commands sent to a smart light bulb at 
approximately the same time. The hub 1012 may schedule or 
sequence transmission of the different commands such that, 
for example, multi-packet messages from different client 
devices 1002, 1004 are not interleaved, since interleaved 
messages can result in incomprehensible or conflicting con­
trol, commands or data being sent to a targeted remote 
device 1012, 1014, 1016. 

FIG. 11 is a diagram 1100 illustrating certain aspects of 
data flow through a hub 1102 that supports multiple client 
devices 1104a, 1104b, 1104c and a single remotely con­
trolled device 1108. In the example, two clients 1104a, 
1104b may simultaneously attempt to access, or communi­
cate with, the same remote device 1108. For example, a first 
client device 1104a may transmit a set of 4 packets 1110 at 
substantially the same time that a second client device 1104b 
transmits a set of 2 packets 1120. There may be a full or 
partial overlap in timing of the arrival of the packets 1110 
carrying a message from the first client device 1104a and the 
arrival of the packets 1120 carrying a message from the 
second client device 1104b. 

The relay node 1112 may receive and process the sets of 
packets 1110 and 1120 to identify a target remote device 

35 
source remote device 1104a, 1104b. The serializer 1116 may 
reorder the PDUs or packets 1124 into an ordered sequence 
of packets 1126 based on time of arrival of the first or last 
packet in each sub-sequence of PDUs or packets 1126a, 
1126b, priorities assigned to the messages contained in the 

40 sub-sequences of PDUs or packets 1126a, 1126b, priorities 
assigned to the client devices 1104a, 1104b, or based on 
some other predefined ordering parameter. In some 
instances, the ordering of the sequence of packets 1126 may 
be arbitrarily determined, including when no other prioriti-

45 zation method yields a usable result. In operation, the 
serializer 1116 may ensure that packets 1110, 1120 received 
from each of the client device 1104a, 1104b, 1104c are 
forwarded in the proper order after processing, and that a 
complete message is transmitted to the remote device 1108 

50 in its entirety before transmission of another message com­
mences. Accordingly, the serializer 1116 may prevent inter­
leaving of packets 1126a, 1126b from different client 
devices 1104a, 1104b. 

With reference to FIG. 12, a hub 1202 may support 
55 communications between one or more client devices 1204 

and one or more groups of remote devices 1208, 1210. In 
one example, a single client device 1204 may control and/or 
communicate with different types of remote devices 1208 or 
1210. For example, one group of remote devices 1208 or 

60 1210 may include lighting fixtures in a residence that have 
smart bulbs, while another group ofremote devices 1210 or 
1208 may include heating, ventilation and air conditioning 
(HVAC) controllers, while other remote devices (not shown) 
communicate individually with the or more client devices 

65 1204. The hub 1202 may be adapted or configured to 
maintain information identifying membership of groups of 
remote devices 1208, 1210, identify messages directed to 
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groups of remote devices 1208, 1210, and forward such 
messages to all members of the identified groups of remote 
devices 1208, 1210. 

A group of remote devices 1208, 1210 may be defined in 
configuration information 1212 maintained at the hub. The 5 

configuration information 1212 may be predefined during 
manufacture and/or installation of the hub 1202. The con­
figuration information 1212 may be provided or modified by 
a configuring device 1214 that may be physically connected 
for the purposes of configuration, or that may be wirelessly 10 

connected, or that may reside on a network and communi­
cate with the hub 1202 using one of the communication 
interfaces provided in the hub 1202. 

In some instances, groups of remote devices 1208, 1210 
may be automatically generated or updated when a remote 15 

device connects to the hub 1202 and provides identifying 
information. The identifying information may include a 
device profile that includes information related to the type 
and capabilities of the device. For example, a device may 
provide a device profile indicating a smart light bulb and the 20 

device may be added as a member of of group of similar 
devices 1208 or 1210. 
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remote devices 1208, 1210. The Device ID may be used by 
the hub 1202 to selectively route or transmit messages to a 
particular remote device, group of remote devices 1208, 
1210 or subset of a group of remote devices 1208, 1210 
remote devices 308. In some instances, the hub 1202 may 
broadcast a message with an identifier field included in the 
message such that a remote device, or group of remote 
devices 1208, 1210 can determine whether the message is 
relevant, or should be received and/or processed. The device 
profile may include other information such as an identifica­
tion of a type of device and capabilities of the corresponding 
remote device. 

When more than one RAT is available to be used for 
communications with one of the remote devices 1208, 1210, 
a RAT may be selected by the hub 320 based on one or more 
factors or conditions, including a determination of which 
RAT or RATs is currently in use by the target remote device 
1208, 1209. Other factors may include load balancing, 
power consumption, communication complexity, etc. 

A device profile may include any number of fields, and the 
hub 1202 may add management fields that can be used, for 
example, to manage group memberships, track communica­
tions between remotely controlled devices and client devices 
exercising control, and/or to maintain histories of interac-

It will be appreciated that the hub 1202 may support large 
groups of remote devices 1208, 1210, particularly when 
repeaters are used to increase the geographical range of the 
short-range communications capabilities of the hub 1202. 
Accordingly, the configuration information may be used to 
provision the resources assigned to the relay node 1212, the 
packet manager 1214, and the serializer 1216. In some 
instances, the number of devices supported by the hub 1202 
may be increased when grouping is used because fewer 
individual queues and/or buffers may used when a message 

25 tions, status of communications links, error logs, and so on. 

is transmitted multiple times, than when the same message 
is transmitted to each of a large number of similar devices. 

According to certain aspects, the hub 1202 may maintain, 

According to certain aspects, a message transmitted by a 
client device 1204 may be translated, reformatted and/or 
scheduled by the hub 1202 for transmission to a group of 
remotely controlled devices 1208, 1210. The message trans-

30 mitted by the client device 1204 may include data and 
control information. The message may be interpreted by 
each device in the group of devices 1208, 1210 as a 
command to perform a function. For example, the client 
device 1204 may transmit a message that causes a group of 

35 light bulbs 1208, 1210 in a residence or business to turn on, 
turn off, set a dimming level, change color, initiate a strobe 
effect, and/or perform another function within the capabili­
ties of the individual light bulbs in the group of remote 

or have access to, a profile associated with each remote 
device 1208, 1210. For example, a configuration module or 
circuit 1212 may include storage organized as a database 
that maintains a profile for each remote device 1208, 1210. 
Each profile may be at least initially populated in the 40 

database based on an advertisement or advertisement mes­
sage transmitted by remote devices 1208, 1210. The adver­
tisement or advertisement message may be provided to, or 
received by, the hub 1202 as part of a registration procedure. 
For example, a remote device may register with the hub 
1202 in order to enroll in a communication service provided 

devices 1208, 1210. 
In some instances, a group of remote devices 1208, 1210 

may be operated according to a schedule that includes 
repetitive events and actions. For example, light bulbs in a 
business may be turned on and off at different times of the 
day. Different groups oflight bulbs may be operated accord-

45 ing to different schedules. For example, a first group of light 
bulbs may be designated as emergency lighting to be always 
turned on, a second group of light bulbs may be designated 
to provide daytime lighting, and a third group may be 
designated to provide early evening lighting. Light bulbs 

by the hub 1202 or an affiliated service provider. Table 1 
provides a simplified example illustrating profile informa­
tion that may be advertised by a device and/or classified or 
maintained by the hub 1202. 

TABLE 1 

Device ID RAT Device Type Capabilities 

BLE Smartphone Phone calls 
2 NFC Television Streaming audio/video 
3 BLE,NFC Security Audio alarms, Lock, Unlock 
4 NFC Light Bulb On/Off, Strobe 
5 NFC Light Bulb On/Off 

Each row of Table 1 may include a profile corresponding to 
a remote device. An ID field may include information 
providing an address at which the corresponding device can 
be reached using on of the radio access technologies (RATs) 
supported by the device. The Device ID may be a simple 
numeric index or may be a valid network address, or both. 
The Device ID may include an identifier of a group of 

50 may be assigned to one or more groups and, in operation, 
different commands may be sent to the different groups to 
control the lighting environment of a building. 

55 

According to certain aspects, the hub 1202 may be 
configured to process, translate and/or relay messages 
received from a client device 1204. The client device 1204 
may send a message to the hub 1202, where the message 
targets a group of devices 1208, 1210, a class of device ( e.g. 
security, lighting, audiovisual and other classes), and/or a 
type of device (e.g. types of sensor, light bulb, audiovisual 

60 device, etc.). The client device 1204 may be unaware of the 
number of devices to which the message may apply. For 
example, the client device 1204 may transmit a message to 
the hub 1202 that includes a command to "tum off all lights." 
In one example, the message may be transmitted by the 

65 client device 1204, or an intermediary, in HTTPS format, 
and the hub 1202 may translate the HTTPS message into a 
format suitable for transmission to devices in one or more 
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groups of devices 1208, 1210 using protocols and signaling 
compliant or compatible with Bluetooth, NFC, Wi-Fi, 
Power-line Ethernet, or another range-limited communica­
tions technology. In the example, the message may be 
transmitted to a number of light bulbs connected to the hub 5 

using the appropriate range-limited radio communications 
technology. 

In operation, the hub 1202 may receive a message from a 
client device 1204 directed to a group of remote devices 
1208, 1210. The hub 1202 may then send the message 10 

individually to each member of the targeted group ofremote 
devices 1208, 1210. In some instances, the group of remote 
devices 1208, 1210 may be capable of responding to a 
broadcast message, whereby addressing information com­
mon to each device in the group of remote devices 1208, 15 

1210 is used to cause each device to receive and handle the 
message. In one example, the relay node 1212 of the hub 
1202 may determine that a message is directed to group of 
devices, and may provide the packet manager 1214 with a 
copy of the packets carrying the message for each member 20 

of the targeted group ofremote devices 1208, 1210. Amore 
resource-efficient approach may be adopted, in which the 
message is translated by the packet manager into one or 
more PDU formats associated with the targeted group of 
remote devices 1208, 1210, such that the serializer 1216 25 

may generate and queue a copy of the message in appro­
priate packet format for each type of device in the targeted 
group of remote devices 1208, 1210. 

In some instances, the hub 1202 may respond to com­
mands or messages from the client device 1204 by trans- 30 

mitting a sequence of one or more predefined commands to 
the devices in the group ofremote devices 1208, 1210. The 
hub 320 may determine that a message received from the 
client device may specify a general command that involves 
different actions taken by different devices in a targeted 35 

group ofremote devices 1208, 1210. For example, a "Lock 
Premises" command ( or the like) may be directed a set of 
different types of devices in a "Security" group of remote 
devices 1208, 1210. The Security group of remote devices 
1208, 1210 may include an alarm system controller, door 40 

locks, light bulbs and audio/visual monitoring equipment, 
and each type of device may have different capabilities and 
be in different states of operation from one another. For 
example, at least some light bulbs may be turned off when 
the alarm system controller, door locks, and audio/visual 45 

monitoring equipment are turned on after the premises are 
locked. Accordingly, the hub 1202 may translate the "Lock 
Premises" message by generating a "Lights Off" command 
to be transmitted to a sub-group of the group of remote 
devices 1208, 1210 that includes the light bulbs that should 50 

be turned off, 'System Activate" commands to be sent to 
sub-groups of the group of remote devices 1208, 1210 that 
includes alarm system controllers and/or audio/visual equip­
ment, a "Lock" command to be sent to a sub-group of the 
group of remote devices 1208, 1210 that includes the door 55 

locks. In one example, this command translation function 
may be performed by the packet manager 1214 and/or by 
another module or circuit that is configured to analyze the 
content of the message received from the client device 1204. 
In another example, a command translation function may be 60 

effected by a lookup using a received command for a target 
group of remote devices 1208, 1210 as an index to retrieve 
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herein. The method may be performed by a processing 
circuit of a device adapted to function as a hub 902 (see FIG. 
9). At block 1302, the hub 902 may establish a connection 
with a first device that communicates using a first network­
ing technology that has a limited transmission range. 

At block 1304, the hub 902 may receive a first message 
from a first client through a connection established on a 
communications network. The first client may be separated 
from the first device by a distance that is greater than the 
transmission range of the first networking technology. 

At block 1306, the hub 902 may translate the first message 
to obtain a second message. Addressing information of the 
first device may be concealed from the first client. 

At block 1308, the hub 902 may transmit the second 
message to the first device using the first networking tech­
nology. 

In one aspect, the first message is directed to a group of 
devices. In one example, the first networking technology 
may be used to transmit the second message to a plurality of 
devices in the group of devices. In another example, the 
group of devices includes a second device that communi­
cates using a second networking technology, which has a 
limited transmission range and the first device. The second 
networking technology may be used to transmit the second 
message to a plurality of devices corresponding to the class 
of devices. 

In one aspect, a third message may be received from a 
second client through a wide area network. The second 
client may be separated from the first device by a distance 
that is greater than the transmission range of the first 
networking technology. The third message may be translated 
to obtain a fourth message. Transmission of the second 
message and the fourth message may be scheduled such that 
the second message and the fourth message are transmitted 
sequentially without an overlap or interleave. That is to say, 
the second message may be completely transmitted before 
beginning transmission of the fourth message, or the fourth 
message may be completely transmitted before beginning 
transmission of the second message. The second message 
and the fourth message may be transmitted in accordance 
with the scheduling. 

In one aspect, a third message may be received from the 
first device. The third message may be translated to obtain 
a fourth message, and the fourth message may be provided 
to the first client. The third message may be translated by 
associating the third message with a preceding communica­
tion from the first client, and translating the fourth message 
to a format consistent with the preceding communication, 
based on the associating. 

In one aspect, a third message may be received from the 
first device. A fourth message corresponding to the third 
message may be transmitted to one or more other devices 
that communicate using the first networking technology. 

In one aspect, the first message may be directed to a first 
group of devices comprising a plurality of target devices 
configured to use the first networking technology. A com­
mand may be determined for each device in the first group 
of devices based on content of the message, and commands 
corresponding to the devices are transmitted using the first 
networking technology. The first group of devices may 
include different types of devices. Different commands may 
be determined for the different types of devices. a set of commands to be sent to the target group of remote 

devices 1208, 1210 and addresses of the devices intended to 
receive each command in the set of commands. 

FIG. 13 is a flow chart illustrating method of wireless 
communication 1300 according to certain aspects disclosed 

In one aspect, the first message may be translated to 
65 obtain a second message by converting the first message 

from a first transmission format to a second transmission 
format. 
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In one aspect, the first wireless technology comprises a 
Bluetooth technology, an NFC technology, Wi-Fi or Power­
line Ethernet. 

30 
the language of the claims, wherein reference to an element 
in the singular is not intended to mean "one and only one" 
unless specifically so stated, but rather "one or more." 
Unless specifically stated otherwise, the term "some" refers FIG. 14 is a conceptual diagram illustrating an example of 

a hardware implementation for an apparatus 1400 employ­
ing a processing circuit 1402. In this example, the process­
ing circuit 1402 may be implemented with a bus architec­
ture, represented generally by the bus 1416. The bus 1416 
may include any number of interconnecting buses and 
bridges depending on the specific application of the pro­
cessing circuit 1402 and the overall design constraints. The 
bus 1416 links together various circuits including one or 
more processors, represented generally by the processor 
1412, and computer-readable media, represented generally 

5 to one or more. A phrase referring to "at least one of' a list 
of items refers to any combination of those items, including 
single members. As an example, "at least one of: a, b, or c" 
is intended to cover: a; b; c; a and b; a and c; b and c; and 
a, b and c. All structural and functional equivalents to the 

10 elements of the various aspects described throughout this 
disclosure that are known or later come to be known to those 

by the processor-readable storage medium 1414. One or 15 

more timers 1424 may be connected to the bus and/or may 
be directly accessible or embodied in a processor 1412. The 
bus 1416 may also link various other circuits such as timing 
sources, timers, peripherals, voltage regulators, and power 
management circuits. A bus interface 1418 provides an 20 

interface between the bus 1416 and a transceiver 1420. The 
transceiver 1420 provides a means for communicating with 
various other apparatus over a transmission medium. 
Depending upon the nature of the apparatus, a user interface 
1422 (e.g., keypad, display, speaker, microphone, joystick) 25 

may also be provided. 
The processor 1412 is responsible for managing the bus 

1416 and general processing, including the execution of 
software stored on the processor-readable storage medium 
1414. The software, when executed by the processor 1412, 30 

causes the processing circuit 1402 to perform the various 
functions described supra for any particular apparatus. The 
processor-readable storage medium 1414 may be used for 
storing data that is manipulated by the processor 1412 when 
executing software. The processor-readable storage medium 35 

1414 may also be used for storing system information 
related to one or more remotely managed devices ( e.g. 
profiles), and the apparatus 1400 itself. 

In one configuration the processing circuit may include a 
range-limited network communications module or circuit 40 

1404 configured to establish a connection with a device that 
communicates using a first networking technology that has 
a limited transmission range, a module or circuit 1406 for 
receiving a first message from a client through a connection 
established on a communications network, and a module or 45 

circuit 1408 for translating the first message to obtain a 
second message. The range-limited network communica­
tions module or circuit 1404 may be configured to transmit 
the second message to the device using the first networking 
technology. The client may be separated from the device by 50 

a distance that is greater than the transmission range of the 
first networking technology. 

It is to be understood that the specific order or hierarchy 
of steps in the methods disclosed is an illustration of 
exemplary processes. Based upon design preferences, it is 55 

understood that the specific order or hierarchy of steps in the 
methods may be rearranged. The accompanying method 
claims present elements of the various steps in a sample 
order, and are not meant to be limited to the specific order 
or hierarchy presented unless specifically recited therein. 60 

The previous description is provided to enable any person 
skilled in the art to practice the various aspects described 
herein. Various modifications to these aspects will be readily 
apparent to those skilled in the art, and the generic principles 
defined herein may be applied to other aspects. Thus, the 65 

claims are not intended to be limited to the aspects shown 
herein, but are to be accorded the full scope consistent with 

of ordinary skill in the art are expressly incorporated herein 
by reference and are intended to be encompassed by the 
claims. Moreover, nothing disclosed herein is intended to be 
dedicated to the public regardless of whether such disclosure 
is explicitly recited in the claims. No claim element is to be 
construed under the provisions of 35 U.S.C. §112, sixth 
paragraph, unless the element is expressly recited using the 
phrase "means for" or, in the case of a method claim, the 
element is recited using the phrase "step for." 

What is claimed is: 
1. A method of communications by an apparatus, the 

method comprising: 
establishing a connection with a first device using a 

network interface compatible with a first communica­
tions technology that has a limited transmission range; 

receiving a first command message directed to a plurality 
of target devices from a first client through a connection 
established on a communications network, wherein the 
first client is separated from the first device by a 
distance that is greater than the limited transmission 
range of the first communications technology; 

based on a content of the first command message, trans­
lating the first command message to obtain a different 
second command message for each of the plurality of 
target devices, wherein the translating comprises con­
verting the first command message from a first trans­
mission format to a second transmission format; 

transmitting the second command message to the first 
device using the first communications technology when 
the first device is one of the plurality of target devices; 
and 

transmitting the second command message to a second 
device using a second communications technology that 
has a limited transmission range, when the second 
device is one of the plurality of target devices. 

2. The method of claim 1, wherein addressing information 
of the first device is concealed from the first client. 

3. The method of claim 1, further comprising: 
using the first communications technology to transmit the 

second command message to the plurality of target 
devices. 

4. The method of claim 1, further comprising: 
receiving a third command message from a second client 

through a wide area network, wherein the second client 
is separated from the first device by a distance that is 
greater than the limited transmission range of the first 
communications technology; 

translating the third command message to obtain a fourth 
command message; and 
transmitting the second command message and the fourth 
command message such that the second command message 
and the fourth command message are transmitted sequen­
tially without an overlap or an interleave. 
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5. The method of claim 1, further comprising: 
receiving a third command message from the first device; 
translating the third command message to obtain a fourth 

32 
use the first communications technology to transmit the 

second command message to the plurality of target 
devices. 

command message; and 
providing the fourth command message to the first client. 
6. The method of claim 5, wherein the translating the third 

command message comprises: 

14. The apparatus of claim 11, wherein the at least one 
5 processor is further configured to: 

associating the third command message with a preceding 
communication from the first client; and 

translating the fourth command message to a format 10 

consistent with the preceding communication, based on 
the associating. 

7. The method of claim 1, further comprising: 
receiving a third command message from the first device; 

15 
transmitting a fourth command message corresponding to 

the third command message to one or more other 
devices that communicate using the first communica­
tions technology. 

20 

receive a third command message from a second client 
through a wide area network, wherein the second client 
is separated from the first device by a distance that is 
greater than the limited transmission range of the first 
communications technology; 

translate the third command message to obtain a fourth 
command message; and 

transmit the second command message and the fourth 
command message such that the second command 
message and the fourth command message are trans­
mitted sequentially without an overlap or an interleave. 

15. The apparatus of claim 11, wherein the at least one 
processor is further configured to: 

receive a third command message from the first device; 
translate the third command message to obtain a fourth 

command message; and 

8. The method of claim 1, further comprising: 
determining the second command message for each 

device in the plurality of target devices based on the 
content of the first command message; and 

transmitting the second command message to the each of the 
plurality of target devices using the first communications 
technology. 

provide the fourth command message to the first client. 
16. The apparatus of claim 15, wherein the at least one 

25 processor is further configured to: 

9. The method of claim 1, wherein the plurality of target 
devices comprises different types of devices, and wherein 
different second command messages are translated for the 
different types of devices. 30 

10. The method of claim 1, wherein the first communi­
cations technology comprises a Bluetooth technology or a 
near field communications technology. 

11. An apparatus configured for wireless communication, 
35 

the apparatus comprising: 
at least one processor; 
a memory coupled to the at least one processor; and 
first and second wireless communication interfaces 

coupled to the at least one processor, wherein the at 40 

least one processor is configured to: 
establish a connection with a first device that communi­

cates using a first communications technology that has 
a limited transmission range; 

receive a first command message directed to a plurality of 45 

target devices from a first client through a connection 
established on a communications network, wherein the 
first client is separated from the first device by a 
distance that is greater than the limited transmission 
range of the first communications technology; 50 

associate the third command message with a preceding 
communication from the first client; and 

translate the fourth command message to a format con­
sistent with the preceding communication, based on the 
associating. 

17. The apparatus of claim 11, wherein the at least one 
processor is further configured to: 

receive a third command message from the first device; 
and 

transmit a fourth command message corresponding to the 
third command message to one or more other devices 
that communicate using the first communications tech­
nology. 

18. The apparatus of claim 11, wherein the plurality of 
target devices comprises different types of devices, and 

wherein different second command messages are trans­
lated for the different types of devices. 

19. An apparatus configured for wireless communication, 
the apparatus comprising: 

means for establishing a connection with a first device 
that communicates using a first communications tech-
nology that has a limited transmission range; 

means for receiving a first command message directed to 
a plurality of target devices from a first client through 
a connection established on a communications net­
work, wherein the first client is separated from the first 
device by a distance that is greater than the limited 
transmission range of the first communications tech­
nology; 

based on a content of the first command message, trans­
late the first command message to obtain a different 
second command message for each of the plurality of 
target devices, wherein the translating comprises con­
verting the first command message from a first trans­
mission format to a second transmission format; 

transmit the second command message to the first device 
using the first communications technology when the 
first device is one of the plurality of target devices; and 

55 means for translating the first command message based on a 
content of the first command message to obtain a different 
second command message for each of the plurality of target 
devices, 

transmit the second command message to a second device 60 

using a second communications technology that has a 
limited transmission range, when the second device is 
one of the plurality of target devices. 

12. The apparatus of claim 11, wherein addressing infor­
mation of the first device is concealed from the first client. 65 

13. The apparatus of claim 11, wherein the at least one 
processor is further configured to: 

wherein the translating comprises converting the first 
command message from a first transmission format to 
a second transmission format; 

means for transmitting the second command message to 
the first device using the first communications technol­
ogy when the first device is one of the plurality of target 
devices; and 

means for transmitting the second command message to a 
second device using a second communications tech-
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nology that has a limited transmission range, when the 
second device is one of the plurality of target devices. 

2~. The apparatus of claim 19, wherein addressing infor­
mat10n of the first device is concealed from the first client. 

21. The apparatus of claim 19, wherein the means for 5 
transmitting the second command message is configured to 
use the first communications technology to transmit the 
second command message to the plurality of target devices. 

22. The apparatus of claim 19, wherein: 
the means for receiving is configured to receive a third 

command message from a second client through a wide 
10 

area network, wherein the second client is separated 
from the first device by a distance that is greater than 
the limited transmission range of the first communica­
tions technology; 

the means for translating is configured to translate the 15 

third command message to obtain a fourth command 
message; and 

the means for transmitting is configured to transmit the 
second command message and the fourth command 
message such that the second command message and 20 

the fourth command message are transmitted sequen­
tially without an overlap or an interleave. 

23. The apparatus of claim 19, wherein: 

34 
25. The apparatus of claim 19, wherein: 
the means for receiving is configured to receive a third 

command message from the first device; 
the means for transmitting is configured to transmit a 

fourth command message corresponding to the third 
command message to one or more other devices that 
communicate using the first communications technol­
ogy. 

26. The apparatus of claim 19, wherein the plurality of 
target devices comprises different types of devices, and 

wherein different second command messages are trans­
lated for the different types of devices. 

27. A non-transitory computer-readable storage medium 
comprising code configured for: 

establishing a connection with a first device that commu­
nicates using a first communications technology that 
has a limited transmission range; 

receiving a first command message directed to a plurality 
of target devices from a first client through a connection 
established on a communications network, wherein the 
first client is separated from the first device by a 
distance that is greater than the limited transmission 
range of the first communications technology; the means for receiving is configured to receive a third 

command message from the first device; 
the means for translating is configured to translate the 

third command message to obtain a fourth command 
message; and 

the means for transmitting is configured to provide the 
fourth command message to the first client. 

25 based on a content of the first command message, translating 
the first command message to obtain a different second 
command message for each of the plurality of target devices, 
wherein the translating comprises converting the first com­
mand message from a first transmission format to a second 

30 transmission format; 

24. The apparatus of claim 23, wherein: 
the means for establishing is configured to associate the 

third command message with a preceding communica­
tion from the first client; and 

the means for translating is further configured to translate 35 

the fourth command message to a format consistent 
with the preceding communication, based on the asso­
ciating. 

transmitting the second command message to the first device 
using the first communications technology when the first 
device is one of the plurality of target devices; and 

transmitting the second command message to a second 
device using a second communications technology that 
has a limited transmission range, when the second 
device is one of the plurality of target devices. 

* * * * * 


